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Original report text

This text version is reconstructed based on the 30-page original PDF, retaining the report narrative,
chapters and research scope; the cover, repeated table of contents and purely decorative pages are
not repeated. Localized figures are placed in context throughout this web edition, with the original
PDF retained for reference.

Report statement: This report is exclusively prepared and published by Threat Hunter Guigu Lab.
The data involved in the report are taken from the Threat Hunter TH-Karma business intelligence
monitoring platform and Internet public data. Limited by data sources, sampling methods, analysis
methods and other factors, there may be certain errors between the relevant content in this report
and the actual situation.

The copyright of this report belongs to Threat Hunter and is protected by law. Without permission,
the text or opinions of the report may not be reproduced, modified or used in other ways. If you
need to reprint, please contact Threat Hunter for authorization.
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The traffic manipulation activities in the monitoring sample were mainly concentrated on the head

video platform, which had a high market share at that time.
Source: Threat Hunter original report, page 5

English figure labels

- Other (7.80%)

1. Report Overview

1.1. Introduction

Whether a film or television drama is popular or not, ratings and playback volume seem to be the
most intuitive indicators. Too many online videos, whether popular or not, can easily exceed 100
million views. Film and television teams frequently publish promotional releases that exceed 100
million or even 10 billion, which seems to indicate that the playback volume of online film and
television dramas has entered the era of 10 billion.
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Television plays account for the highest percentage of brushes in monitoring samples, and film,
art and animation types are also affected.
Source: Threat Hunter original report, page 6

English figure labels

Data source: TH-Karma Business Intelligence Back Office
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Television (72.69%)

Behind the booming development of the online video and film industry, it is worth pondering
whether the beautiful data is true or false, and what kind of negative impact false data can have.
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The flow of brushes changes with normal viewing times and reaches high levels in the evenings.
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Source: Threat Hunter original report, page 6

English figure labels

- fake-view traffic flow 24 hour time distribution

For video platforms, the most direct impact of traffic manipulation is the loss of content copyright

distribution and paid value-added service funds.

Secondly, the online video industry is gradually transforming from a traditional free model to a
user-paid model. Only by introducing high-quality content and building brand reputation can we
seize the position of paying members. However, behind the false data, it directly interferes with
the introduction of high-quality content by the platform, affects the user experience and leads to

the loss of paying users of the platform.
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The monitored brush source IP shows a significant geographical concentration, with Jiangsu
holding a higher share than Beijing.
Source: Threat Hunter original report, page 6

English figure labels

- Source: TH-Karma Operations Monitoring Year

- On December 12, 27, 2018, in the beginning of his life,

For advertisers, the falsification of broadcast volume will cause the IP valuation to deviate from the
actual situation. The project evaluation of advertisers and investors will be watered down. Not only
will the loss of advertising funds fail to achieve the expected conversion effect, but in the long run

it will inevitably lead to distortion of the business model and unhealthy market.

For the producers, they appear to be the beneficiaries, but this is not the case. Even if they achieve
dazzling performance for a while, it is nothing more than a kind of self-comfort and anesthesia.
When producers don’t know which type of content is really liked by users, it will bring a vicious
circle to the entire film and television industry.

It is undeniable that false playback of online videos has become a pain point for the entire industry.

The key research object of this report is the online video (long video) online cybercrime ecosystem.
The cybercrime ecosystem related to short videos, live broadcasts and other video formats are not
within the focus of this report. This report is based on Threat Hunter's threat actors big data. It
hopes to reflect the current status of online video traffic fraud with objective and detailed data,
and deeply explore the fraud network hidden behind it. It elaborates and analyzes from multiple
dimensions such as division of labor content and model, traffic manipulation costs and benefits,
traffic manipulation methods and methods, gang characteristics, etc.
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1.2. Report key points

* manipulate traffic is mainly active on top online video platforms. From the perspective of
manipulate traffic proportion, the top three are Tencent Video (34.11%), iQiyi (27.41%) and
Youku (18.55%).

¢ Judging from the data of video categories targeted by traffic manipulation, TV series have a
large number of episodes and a large total number of traffic-manipulated videos, so they
account for the largest proportion of traffic-manipulated videos, reaching 72.69%; for movies,
the focus is more on increasing the exposure of the movie by traffic manipulation the playback
of trailers, promotional videos or trailers before and after the release, rather than directly
increasing the playback of the movie.

e From the perspective of manipulate traffic source IP, more than 99.95% of the traffic originates
from domestic IP, covering various provinces, municipalities and autonomous regions in the
country, but there is an obvious tendency of geographical aggregation, with the number of IPs
belonging to Jiangsu Province and Beijing City exceeding 50%. About 1/4 of the video traffic
source IPs belong to IDC computer rooms in various places, and most of them are Tencent cloud
hosts and Baidu cloud hosts.

e Research speculates that there are currently hundreds of thousands of cybercrime operators
engaged in online video traffic manipulation, with an annual output value of billions of yuan.
The amount of fraud practitioners are mainly concentrated in the post-90s generation,
accounting for more than 60%, and they are concentrated in the eastern region of China. Most
of the video traffic manipulation personnel exist in the form of studios, with many types of
business, rapid technological updates, and various video traffic manipulation methods with
different characteristics, each with its own advantages and disadvantages. The popularity of
data falsification has shifted from falsifying TV ratings in the early days to falsifying online video
playback volume. At present, the popularity of online video falsification is also shifting to the
short video and live broadcast industries.

* There are already online video platforms that have taken the lead and continued to actively
fight against the cybercrime ecosystem, and the effect is remarkable. However, the active
confrontation of a few platforms cannot severely damage the entire cybercrime ecosystem, and
the entire industry needs to work together to combat it.

2. Online video traffic fraud cybercrime ecosystem status quo
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2.1. Overview of the current status of the cybercrime
ecosystem
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The end-of-the-mill task score presented by the respondents reflected the scale of the proceeds of
the traffic manipulation exercise at the time; the account fields were de-sensitized in the original
report.

Source: Threat Hunter original report, page 8

English figure labels

- Long time
- It's time to hang up.

iResearch predicts that the market size of China's online video industry is expected to reach
212.97 billion yuan in 2020, with an expected compound annual growth rate of 34.98% from 2016
to 2020. The huge industry market value not only attracts many video content creators to join in,
but also attracts the attention of cybercrime actors. In addition, the legal and regulatory systems
have yet to be improved, and the crime costs of video traffic manipulation are low and the returns
are high in a short period of time, attracting a large number of people to invest in the cybercrime
ecosystem of video traffic manipulation. Research speculates that there are currently hundreds of
thousands of cybercrime operators engaged in video traffic manipulation, with an annual output
worth billions of yuan.

Although a few video platforms have actively fought against fake playbacks, such as iQiyi, which
has strengthened anti-swiping measures and announced that it will close the front-end playback
display, challenging the "only playbacks" theory, which has reduced playback fraud to a certain
extent, it has not had a great impact on the entire cybercrime ecosystem.

Judging from the long-term video traffic manipulation data captured by the Threat Hunter
TH-Karma business intelligence monitoring platform, the platforms targeted by traffic manipulation
are mainly concentrated in leading platforms that have occupied a large market share, such as
Tencent Video, iQiyi, Youku, Sohu Video, and bilibili, as shown in the following figure:

The reason is that the video sharing mechanism of these top platforms is more complete, and
manipulating traffic volumes can not only obtain more video sharing, but also achieve better
promotion effects.

Judging from the data of video categories targeted by traffic manipulation, TV series have a large
number of episodes and a large total number of traffic-manipulated videos, so they account for the
largest proportion of traffic-manipulated videos, reaching
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72.69%; For movies, it focuses more on increasing the
number of views of trailers, promotional videos or trailers
before and after the release.

The exposure of the movie, rather than the playback of the movie directly, see the figure below for
details:
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The industrial chain consists of three tiers of collaboration between account numbers and network
resources, tool development services and traffic manipulation tasks.
Source: Threat Hunter original report, page 9
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cybercriminal groups attack behavior will imitate the behavior of real users to increase the
difficulty for companies to identify abnormal traffic. Whether it is video cybercrime ecosystem,
advertising click fraud, article reading fraud, etc., the traffic will be as consistent as possible with
the access habits of real users. The figure below shows the time distribution of video traffic
manipulation traffic within 24 hours. The peak period of traffic manipulation is from 19:00 to 23:00
at night, and reaches the highest value at 20:00 during prime time:

Analyzing from the perspective of video traffic source IP, more than 99.95% of the traffic originates
from domestic IPs, covering various domestic provinces, municipalities and autonomous regions,
but there is obvious geographical aggregation. Among the source IPs of video traffic, the number
of IPs belonging to Jiangsu Province and Beijing City exceeds 50%. About 1/4 of the video traffic
source IPs belong to IDC computer rooms in various places, and most of them are Tencent cloud
hosts and Baidu cloud hosts. The statistics of the top ten provinces and cities where video traffic
manipulation source IP belongs are shown in the figure below:

In addition, Threat Hunter recently detected that the TV series "Wind Knife", which was launched
on a certain video platform on December 27, 2018 and starred a number of popular traffic niche
actors, had hundreds of millions of false views within one month of its launch; the Thai movie "The
Means of Surrendering to Sex" was released on January 16, 2019. It was released on the same day,
and a Thai subtitle group, as the driving force behind the scenarios, wanted to increase the
exposure of the film by creating tens of millions of false views of the promotional video every day.

Complete English edition



THREAT HUNTER RESEARCH

2.2. Reasons why the cybercrime ecosystem exists

2.2.1. The market is eager for quick success, and demand
far exceeds supply.

There are many interests involved behind the false playback volume of online videos, which is far
greater than the supply demand. This is the main reason why fraud in video playback volume is
repeatedly prohibited. The online video industry mainly involves three major roles: video
platforms, advertising investors, and producers.

The producer is the party with the greatest demand for video playback. The most intuitive purpose
is to get more traffic and video sharing from video websites. High playback volume can improve
rankings, attract more users to watch, and naturally gain more traffic. For video sharing, it mainly
includes advertising period sharing, content sharing, and member payment period sharing, and the
effective playback volume is an important indicator of settlement.

Secondly, some film studios have signed gambling agreements with advertisers, and traffic
manipulation up the volume can not only avoid the risk of gambling failure, but also inflated data is
an important capital for subsequent investment.

Nowadays, when IP is king, the amount of traffic can not only help the film producers create a "hit"
film and television drama, or win over directors and stars, but the traffic of high-profile IP can also
bring huge added value and resources.

traffic manipulation volume can be said to be the simplest and most effective gold-raising method.
For those who don’t have big-name stars or a strong team, in many cases the producers of online
movies don’t even have the manpower and material resources for publicity. Compared with other
expensive marketing and promotion plans, a few to dozens of yuan for 10,000 visits can be said to
be simple and efficient, but the value of click sharing or pre-roll advertising in exchange is far
higher. Under this model of quick success and instant benefit, it is not difficult to understand why
the phenomenon of volume traffic manipulation continues to be banned.
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The real name card costs are significantly higher depending on the operator, function and real
name.

Source: Threat Hunter original report, page 11

English figure labels

- 'The Virtual Operator Section.
- '"Traditional Operator's Section
- Real name card

- SMS only
- It's got voice.

2.2.2. High return and low risk

In the process of our investigation and research, we came into contact with user A of a P2P online
traffic manipulation platform. User A told us how he earned thousands of yuan a day by logging on
to increase his trading volume. User A told us that he has deployed more than 3,000 idle clients on
a large number of machines, earning an average of more than one million points per day. Although
the platform does not support the direct withdrawal of idle points, it can be indirectly cashed out
by transferring points to other users. According to the platform's rule of recharging 10 yuan =
10,000 points, user A can indeed earn a thousand yuan a day easily. The picture below shows the
recent AFK points income shown to us by User A (for details on AFK traffic manipulation, please see
Section 2.4.3):

User A is just a small microcosm of the huge army of manipulate washers. For manipulate wash
practitioners, if they dare to take risks and wash their hands, on the one hand, they can quickly
obtain huge profits, and on the other hand, the cost of breaking the law is low. Every link in this
industry chain is basically huge profits. The monthly income of upstream card dealers exceeds
100,000 or even millions. The volume-burning studios claim to be able to generate at least tens of
millions of views every day, and the illegal profits are also very considerable. However, the current
laws against video traffic manipulation are not perfect. In the first domestic prosecution case
against traffic manipulation, a traffic manipulation company caused at least 950 million false visits
to the iQiyi website. The company also undertook the traffic manipulation business of other
mainstream video platforms. It was conservatively estimated that the illegal profit was more than
one million, but in the end it was only awarded 500,000 in compensation.
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2.3. Overview of the cybercrime ecosystem chain
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The certification code recognizes the price with the type of character and complexity of the
subject.
Source: Threat Hunter original report, page 12
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, the calculation is

2.3.1. Member mode and guest mode

Currently, the mainstream video playback modes are divided into two modes, one is member login
playback, and the other is guest mode. The two playback modes have also given rise to two
different traffic manipulation industry chains with clear division of labor.

For the membership model traffic manipulation industry chain, the entire industry chain can be
divided into three major modules: upstream, midstream, and downstream as shown in the figure
below:

To complete the video volume increase in the membership model, you must first register a large
number of platform accounts. A detailed analysis of the upstream account registration process is
as follows:

(1) Roles and Resources a) Card dealers: Under the guise of normal business, they obtain mobile
phone card resources from operators or agents through various channels, and then sell them to
downstream card dealers, SMS verification-code receiving services, and downstream number
dealers at a markup to earn the price difference. The mobile phone cards it provides can be
divided into: virtual card/real card, voice card/text message card, overseas card/domestic card,
data card/registered card.
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There are significant differences in the cost of airing, subscriptions, interactions and projectiles
from different platforms.

Source: Threat Hunter original report, page 13

English figure labels

- Play curtains (dollars/bars)
- Subscriptions to fans ($000)
- Video Di

b) SMS verification-code receiving service: Responsible for connecting card merchants and groups
with mobile phone verification code needs, providing software support, business settlement and
other platform services, and profiting from business sharing.

¢) CAPTCHA-solving service: a platform mainly used to identify image verification codes. When
registering a video website account, various forms of verification codes are generally used to
prevent batch registration of machines. CAPTCHA-solving services can break this restriction. The
CAPTCHA-solving service can use software machines to code, or it can recruit "coders" to do the
coding manually.

d) Proxy IP: The proxy IP platform provides a large number of proxy IP resources. Using proxy IP as
a springboard, you can hide your real IP. By constantly switching IPs, the fraud-control strategy of
the video platform in the IP dimension can be bypassed.

e) Second dial machine: Second dial machine can be understood as a dial-up VPS, that is, a
dynamic dial-up virtual machine, which can switch IP through broadband dial-up.

Compared with proxy IP, the IP dialed by the instant dialer is a real broadband dial-up IP, which is
more difficult to detect and prevent for video platforms.

(2) Cost and profit analysis a) Card dealer: Depending on the type of mobile phone card, the price
of each mobile phone card is different. The average price of some card types is as follows:

The card dealer connects the black card to the SMS verification-code receiving service and
provides the service of accepting mobile phone verification codes. Depending on the registration
project, each mobile phone verification code can earn income ranging from 0.01 yuan to 3 yuan.
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The tool simulates the behaviour of the client by constructing the request parameter and the
request header.
Source: Threat Hunter original report, page 14

English figure labels

- BY URL and HTTP request header

- Video id1l
- Single
- I've visited many times.

- Such tools also include dial-up functions and proxy 1P web interfaces. Here's what you got.
b) SMS verification-code receiving service: In addition to the platform’s own profit from the mobile

phone card receiving code, the other part of the income is the income share of the access card
provider from sending and receiving verification codes, which is generally about 30%.
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Traffic-manipulation tool access agent IP services to reduce single IP access features.
Source: Threat Hunter original report, page 14

English figure labels

- The tool can access the proxy IP with no ASM IP dimension through a mass of embedded proxy interfaces
- The law recognizes this traffic-manipulation behavior.
- This type of tool benefits mainly from the use of cartons to refill them.

- It's because the tools are available externally.

c) CAPTCHA-solving service: Coding prices vary according to the type of verification code and its
complexity. The following is an example of the price of a CAPTCHA-solving service:

traffic manipulation studios will purchase registration machine tools for batch registration of video
platforms such as iQiyi, Youku, Tencent Video, etc. from software developers, and combine the
CAPTCHA-solving service and CAPTCHA-solving service to quickly register platform accounts in
batches. Some studios will also directly purchase a large number of platform membership accounts
from account providers. Finally, the video can be played, liked, commented and other operations
through protocol cracking traffic manipulation tools, group control or manual traffic manipulation.

The biggest difference between the guest mode traffic manipulation industry chain and the
membership model industry chain is that there is no need to log in to complete the video traffic
manipulation. In guest mode, for cybercriminal groups, the account cost during the traffic
manipulation process is reduced, but for video platforms

For Taiwan, the lack of user ID as a detection dimension makes it more difficult to detect traffic
manipulation behavior. Through the investigation and analysis of the traffic manipulation gangs,
the visitor mode is the current mainstream traffic manipulation mode. Please see Section 2.4 for
details of the traffic manipulation methods.
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The box-based group controls multiple cellular chips in

centralized and unified computer-end
operations.

Source: Threat Hunter original report, page 14
English figure labels

- Boxed group-controlled internal structure:

Sales package for empty software hardware, box-based group control software in terms of stability, compatibility of
software and hardware, functional integrity, etc.

Complete English edition

17



THREAT HUNTER RESEARCH

2.3.2. manipulation price
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Box-based group controls are more appropriate for scale operations in terms of compatibility,
configuration complexity, hardware costs and spatial space.
Source: Threat Hunter original report, page 15
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The price of traffic manipulation is related to the size of the platform and the platform's
fraud-control rules. We combine the quotations of different traffic manipulation groups and
calculate the average price of traffic manipulation on each major video platform, as follows:

The traffic manipulation business and traffic manipulation price will be adjusted as the platform's
fraud controls intensity and effectiveness change, and are highly time-sensitive. For example, in
July 2018, iQiyi strengthened anti-traffic manipulation measures, and some traffic manipulation
gangs temporarily suspended related businesses until a seller claimed to have exclusive
non-dropping technology, but the traffic manipulation price rose sharply to 100 yuan/10,000 times.
On September 3, 2018, after iQiyi announced that it would close the front-end playback display,
many studios stated that they would no longer undertake related business.
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2.4. Detailed explanation of traffic manipulation method

2.4.1. Protocol Cracking: Efficient and Rapid Volume
Uploading

Protocol cracking, that is, cybercrime ecosystem cracks the communication protocols and
algorithms in the communication between the client and the server, and forges corresponding
requests and parameters to directly access the communication interface to achieve the purpose of
traffic manipulation.

Take the latest version of the tool called "Dianlong Video Flashing Software" that we captured in
April 2018 as an example. It supports:

The traffic manipulation of multiple video platforms such as Youku, Tencent Video, iQiyi, Mango TV,
LeTV Video, etc., as shown below, the URL and HTTP request header constructed within the
software for Mango TV:

In order to avoid multiple accesses from a single IP, such tools also have built-in dial-up functions
and proxy IP website interfaces. As shown in the figure below, this tool can obtain proxy IPs in
batches through the built-in proxy interface, so this traffic manipulation behavior cannot be
identified from the IP dimension alone:

This type of tool mainly makes money by users purchasing card codes and recharging. However,
because the tool can be obtained externally, its core logic can be analyzed through reverse
debugging. At the same time, some people have cracked it and released a free version. As a result,
this type of tool is basically no longer sold to the outside world. Tools such as "Tianlong Video
traffic manipulation Software" have been acquired by manipulate Studio and used as internal tools.

2.4.2. Group control: Group control upgrade, cybercrime
ecosystem operation cost reduction

Now many cybercrime ecosystem studios are using a new type of group control, which we call box
group control. Box-type group control is an upgraded variant of traditional group control.
Compared with traditional group control, box-type group control no longer requires external mobile
phone equipment. Instead, multiple mobile phone chips are directly packaged in a chassis, and the
mobile phone screen is displayed on the client installed on the control computer through the
network. This reduces the cost of mobile phone batteries, screens and other hardware, and saves
space. The size of box-type group control is only one-quarter of an ordinary desktop computer
chassis. The following figure shows the internal structure of the box-type group control:

Box-type group control software and hardware are sold in complete sets. Box-type group control
software is significantly better than traditional group control software in terms of stability, software
and hardware compatibility, and functional perfection. By virtually dividing the memory of the
mobile phone chip, multiple devices can be opened. Each mobile phone chip can be split into ten
"mobile phones". Different device information can be forged for each "multiple mobile phone",
such as IMEI, mobile phone location, local number, network information, etc. You can also install
apps in batches, set proxy IPs, and modify mobile phone device information through computer
client operations. A comparison of the advantages and disadvantages of box-type group control
and traditional group control is as follows:
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In short, box-type group control greatly reduces the manual operating costs of cybercrime
ecosystem studios, and at the same time solves the problems of traditional group control
configurations, complicated operations, and battery consumption of mobile phones.

The use of group control to traffic manipulation solves to a certain extent the problems of difficult
protocol cracking and slow manual traffic manipulation. The general operation process of batch
registration and traffic manipulation using automated scripts is as follows:

(1) Register accounts on multiple mobile phones at the same time:

* Use the modification software to forge the fingerprint of the device, then open the App and click
to regqister;

* Call the SMS verification-code receiving service API, receive and enter the phone number, click
to receive the verification code, wait for the SMS verification-code receiving service to return
the verification code and enter it to complete the registration;

e Record the account number, password and device information of the modification tool into a
text file, and return to the first step for the next round of registration.
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Hang-up client receives platform assignments and records the performance status of broadcast
assignments.
Source: Threat Hunter original report, page 17
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English figure labels

Total points: 6

Current IP: 1

Task ID: AA593330

Fetching a platform task; ready to start
Task AA615628 is 4% complete

Task 3 (AA87051) completed successfully
Waiting for a task

Task ID: AA615628

Platform task ready to start

Earn points

T
o
3
(0]

Optimizing task speed
The faster tasks are completed,

the more points are earned.

(2) Multiple mobile phones manipulation data at the same time:

* Forge device fingerprints and open the video app (if necessary, you need to log in to your
account);

e Search for the video selected for traffic manipulation, open the video, press playback settings to
start traffic manipulation, and after completion, return to the first step for the next round of
traffic manipulation. Video playback settings include setting the playback duration, setting the
volume, whether to play continuously, selecting the definition, automatic refresh and automatic
cache clearing, etc.

2.4.3. Traffic hangup: Traffic comes from real user IPs
across the country

Traffic AFK is a data fraud model based on the P2P principle to achieve traffic optimization, video
traffic manipulation, ranking traffic manipulation and other functions. It is completed by the
cooperation of two parts, the AFK user and the traffic demand user.

First, a large number of AFK users download and run the AFK software, fill in the account number or
AFK number, and stay online. Based on the AFK time and the number of completed tasks, they can
earn platform points and finally realize them. Traffic users are users who need promotion. They can
publish tasks on the traffic platform. The server will assign the received task requests to idle users
and automatically complete the traffic manipulation task. The traffic data comes from real
computer users across the country.

(1) Idle-client users can earn points by remaining connected: The interface of a certain idle-client
software is as follows. After downloading and logging in to the idle-client software, select the point
earning mode and click Start Earning Points to automatically start to obtain tasks and
automatically execute tasks. After the task is successfully executed, corresponding points will be
obtained:
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(2) Traffic demand users release tasks: Take a certain traffic tool as an example to introduce the
basic settings of task release:

¢ Video link: Fill in the video link address that needs to be optimized for playback volume;

¢ Video name: After filling in the video link, it will be automatically recognized, no need to fill it in
manually;

¢ Planned playback volume: fill in the daily playback volume of the video selected for traffic
manipulation;

* Flow time control: There are two ways, smooth mode and high-speed mode:
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The task end can configure the playload target and allocate brush flow per hour.
Source: Threat Hunter original report, page 19

English figure labels

- Business name
- Runtime Control
- Time is good.

00 Smooth mode: The system automatically allocates the planned traffic volume between 0 and 23
points. It is generally recommended to default, which is suitable for customers who do not urgently
need a large amount of playback in a short period of time;

0 High-speed mode: Complete the planned traffic volume set by the user in the shortest time,
generally expected to be completed within 1 to 6 hours.

Suitable for users who urgently need to quickly increase playback volume in a short period of time.
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The platform is based on a combination of dimensions such as video sites, IP numbers and

high-speed modes.

Source: Threat Hunter original report, page 20

English figure labels

Guo-mi!

* After setting various settings, save the task and click Start to optimize the task immediately.

Basic traffic fees

'Video platform

: Fee rates ($1,000)
1P volume surcharge:
More than 10,000 IPs, depending on the number of specific |Ps,

Plus 50% of the base flow fee.

The picture below shows the video traffic manipulation task setting interface:

(3) Cost and Price For idle-client users, generally a single client can earn a few cents to several
yuan by remaining connected for 24 hours. The amount of income earned by remaining connected
is related to many factors, including but not limited to computer configuration, network conditions,

computer system idle rate, number of tasks issued by the server, type of tasks issued by the
server, optimized speed settings on the software, software online time, etc.

For users with traffic demand, the cost of video traffic manipulation varies according to the video
platform being traffic-manipulated. In addition to the basic fee for playback volume, additional fees
will be charged based on the set IP number, traffic manipulation mode, etc. based on the basic

traffic fee. The following are
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Browser multi-opens in parallel with automatic refreshing plugins through multiple windows.

Source: Threat Hunter original report, page 20

English figure labels

- (Unit: seconds)

The following table summarizes the pricing used by an idle-client traffic platform for some video
platforms:

2.4.4. Multi-open mode: lowest technical threshold

The purpose of manipulating traffic volumes in the multi-open mode is mainly to open multiple
video windows to achieve the purpose of manipulating traffic volumes. This mode is relatively low
in technical difficulty and cost. There are two main methods: opening multiple browsers and
opening multiple simulators.

To watch videos in a browser, you need to clear your browsing history and historical data, then
open an incognito window and use Flash player to watch. Currently, UC Browser and 360 Browser
are more stable and effective for traffic manipulation. The specific traffic manipulation process is
as follows:

(1) Open the browser and download the automatic refresh plug-in;
(2) Open the video website and search for videos that need to be refreshed;

(3) Set the automatic refresh time, which must be greater than the advertising time, generally 2 to
3 minutes is appropriate;

(4) The automatic refresh plug-in must check [Automatically clear cache], and click Start after
successful setting;

(5) The browser can open multiple windows at the same time according to the computer
performance. The window needs to be dragged out into an independent window, and the window
cannot be minimized;

(6) Video playback cannot be muted.

Open more traffic manipulation through the browser. For traffic manipulation that can be
completed without logging in to the video platform member account or using other tools, traffic
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manipulation can be said to be zero cost. Assuming that the browser is refreshed every 3 minutes
and the browser opens 25 more windows, each computer can complete 500 refreshes per hour.
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The proxy client assigns different IPs to more than one browser instance to circumvent the billing

IP limit.

Source: Threat Hunter original report, page 22

English figure labels

- Beijing, Beijing, Bt

Simulator multi-open is an optimized version of browser multi-open. By forging simulator

parameters, combining proxy IP, etc., you can achieve simultaneous traffic manipulation on

multiple simulators.

In order to solve the problem of single IP ban, a certain proxy client has an old version of Chrome
browser built-in. It can open multiple browsers and assign different proxy IPs to each browser, as

shown in the figure below:

2.4.5. Manual traffic manipulation: the traffic is real and

effective and difficult to detect

When encountering a video traffic manipulation task with specific requirements or the traffic

manipulation is very difficult, it can be completed through manual traffic manipulation. Manual

traffic manipulation is divided into paid task dispatch and free platform mutual traffic

manipulation.

Distributing orders for traffic manipulation tasks refers to gathering real users through various
channels such as QQ groups and Tieba, and using their own accounts to send orders to specific

users.

For videos to be watched, liked, commented on, etc., one link per member is counted as one
playback volume. According to the number of links, you can get cash rewards ranging from 0.1 to

0.5 yuan per link.
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Mutual promotion on the platform is to share video links that need to be boosted in the mutual aid
group. Group members click on each other as required, and are generally required to watch the

entire video.

The manual traffic manipulation mode is completely performed by real users and is technically
impossible to detect. The method is simple and there are no technical barriers. However, the cost
of traffic manipulation is relatively high. Judging from the currently monitored intelligence, this
type of mode is not widely used in video traffic manipulation. There are also studios that claim that
their traffic manipulation method is purely manual, but the quotation given is far lower than the
cost. This may be just a promotional method for the studio, and in the end, other low-cost methods
will be used to complete the traffic manipulation.
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2.5. Comparison of advantages and disadvantages of
manipulate mode
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The speeds, costs and detectability vary in terms of protocol cracking, crowd control, traffic
hanging, multi-opening and manual traffic manipulation.
Source: Threat Hunter original report, page 24
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English figure labels

I-l

traffic-manipulation mode

It's fast up there. It's a big and fast demand.

The technical team is required to have a strong reverse break-up and defense.

: protocol crack

o
=
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Capability, certain technical barriers, and unstable brush levels

In the established situation, there may be a fallout at a later stage.

Group control traffic-manipulation mode,

Changed cell phone device information.

Need to purchase a certain amount of group control equipment, equipment cost Compare
Formulate a bit \\self to perform script functions,

Combustion tool

Zoom Control

Software like \agent IP, sort of solved the protocol.

It's difficult and slow.

The traffic originates from all over the country and the source is the real user IP.

The efficiency of traffic manipulation depends on the number of users and the hang-up software
: traffic hanger

Volume of installation.

Multi-opener mode brushes are mainly open via video windows.

The brush is relatively slow.

: Multi-open mode

To brush. This pattern is relatively difficult and successful.
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Full true users cannot be tested by technical means.

The billing process is cumbersome and dependent on its own membership
A manual traffic manipulation.

Resources, slow and relatively high cost, applicable only

In the case of clients with clear requirements for the validity of the playload.

The above five traffic manipulation modes each have their own advantages and disadvantages. Let
us conduct a comparative analysis on them:

2.6. Flushing characteristics and anti-fraud strategies

Based on the offensive and defensive confrontation between mainstream video platforms and
traffic manipulation gangs, we have summarized the following characteristics of traffic
manipulation:
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The detection can be judged by multiple dimensions, such as user, IP, equipment, cache, browse

and play.

Source: Threat Hunter original report, page 24
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English figure labels

Platform
It's a gang strategy.

Two one.

A large number of registered platform small numbers, such as a gateway platform, a registration machine, etc.

Rental of shared account number.

Do not stagger through agent IP.

Device Fingerprint

Modification of the fingerprinting of mobile phone equipment through hard software;

Counterfeiting equipment information through simulators.

By removing caches or using traceless modes, watch again as a new play song.

Browse Behaviour

Part of the platform opens the video web page as a play-off, which can be simulated by key elves, etc.

Clicking tool to reset the switch page to enhance the broadcast though.

High-relevance card segment

Video content is highly relevant.

Play behaviour characteristics

Simulates a real video volume growth curve, such as the number and the time.
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There has always been an offensive and defensive confrontation between video platforms and
cybercrime ecosystem. The following is the anti-fraud strategy suggested by Threat Hunter:
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Governance requires connectivity to terminals and accounts, user behaviour, multidimensional

monitoring and cross-agency collaboration.
Source: Threat Hunter original report, page 24
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English figure labels

Access to users, terminals through monitoring
At the level of user behaviour, from multiple
Set up a multi-dimensional surveillance system, FIR
With third-party security companies

\IP and other information, create user, end
Dimensions of behavior of users

It's an escalating product.

At the judicial level

Hi, IP and other multi-dimensional databases,
Analyse, create user behaviour characteristics
We'll be able to detect an anomaly in time.
The library.

Release the data and add to the anomaly.

It'll be recorded in the end.

3. Analysis of online video traffic fraud cybercriminal groups
3.1. manipulate cybercrime operators group data

3.1.1. Size

Through long-term monitoring of the cybercrime ecosystem business of video traffic manipulation,
Threat Hunter came into contact with video traffic manipulation-related groups, and took the
initiative to contact multiple large traffic manipulation gangs and studios. It learned that a large
studio spent more than one million yuan per month to maintain servers and purchase accounts,
but it could be paid back quickly. It was speculated that there are currently hundreds of thousands
of cybercrime operators engaged in video traffic manipulation, with an annual output value of
billions of yuan.

3.1.2. Age level

Judging from the age distribution, the amount of traffic manipulation practitioners are mainly
concentrated in the post-90s generation, accounting for more than 60% of the employees. The
post-90s generation is not only the main force of contemporary consumption, but also the main
force of the contemporary cybercrime ecosystem. As the first batch of people born in the 1980s to
come into contact with the Internet, they also account for nearly 20% of the cybercrime
ecosystem. Details are shown below:
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3.1.3. Geographical distribution

The figure below shows the geographical distribution of traffic manipulation practitioners. It can be
found that traffic manipulation practitioners are concentrated in the eastern region of China, with
Beijing, Guangdong, Hebei, Zhejiang, and Shanxi occupying the top five in the geographical
distribution list, which is basically in line with the level of economic development and population
density distribution. It can be seen that the more economically developed areas are, the more
Internet crimes occur. Relatively speaking, in economically underdeveloped areas, the use of
Internet crimes has not yet formed a large scale. Details are shown below:
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3.2. Mostly studio format
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The brushes in the study sample were mainly followed by 90%.
Source: Threat Hunter original report, page 26

English figure labels

- Data source: TH-Karma Businessk Information Monitoring Platform

Most of the practitioners working in traffic manipulation exist in the form of studios. Studio
members have a clear division of labor and have their own technical teams, operations teams,

sales teams, etc. The number of studio members ranges from dozens or even hundreds depending
on the company's business scope.

Let’s take a certain studio as an example, which shows its team member structure in detail:

Complete English edition

33



THREAT HUNTER RESEARCH

3.3. Diversification of business types
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The brushes in the sample are mainly located in the eastern regions, where the economy and
population are concentrated.
Source: Threat Hunter original report, page 26

English figure labels

Geographical distribution of fake-view traffic practitioners
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Studio groups engaged in online video sales often do not just engage in a single business, but
involve many business areas, such as Weibo, news websites, public accounts, clients,
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Xiaohongshu, Douyin and other promotion businesses, and can even undertake foreign market
promotions. The business scope is obviously profitable. Today's hot short video and live broadcast
industries, beauty apps, etc. are the business lines that cybercrime ecosystem studio focuses on
promoting. The following are examples of business that a studio group can undertake:

Examples of businesses that a P2P traffic on-hook platform can undertake:
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The size of the studios in the study sample is dominated by small teams and there are also over
100 organizations.
Source: Threat Hunter original report, page 26

English figure labels

- The top 10 provinces and cities in the area of fake-view traffic

- Data source:
- Beijing
- Hebei
- Shandong.

3.4. Rapid technological updates

Professional volume traffic manipulation practitioners can be said to be well aware of the fraud
controls details of video websites, such as how many times a certain video platform will adjust
parameters in a week, how often data will be reset, etc. In addition to the platform security team
itself, volume traffic manipulation gangs may be the group that pays the most attention to
platform fraud-control strategies. cybercrime ecosystem fraudsters usually work as a team and
have independently developed technologies and platforms. They can respond to the platform's
updated fraud-control strategies in a timely manner and develop new fraud algorithms.

Take a registration machine tool for a certain video platform. This tool has been updated
iteratively, and the update frequency can reach up to 5 versions a day. Each update means a
confrontation between the cybercrime ecosystem and the platform:
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3.5. Wandering in the gray area
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Brush studio operations extend to areas such as website traffic, short videos, public numbers,
application rankings and digital marketing.
Source: Threat Hunter original report, page 27

English figure labels

Automobile home.

- Wesson.

My rank.

Real ad.

Software promotion
Short Video
Magnificent Collection
Today's headlines.

- Website advertising

Self-Media Marketing

Unlike telecommunications fraud, illegal trafficking of citizen information, etc., which are clearly
illegal and criminal in nature, fraud has always wandered in the gray edge of the law. Some studios
that are engaged in normal business such as advertising promotion, marketing, public relations
activities, etc. will also undertake traffic manipulation business, and the traffic manipulation
business is packaged as the so-called video data maintenance business, and the studio has formal
registration information and website, and some studios can also provide contracts and formal
invoices. For example, the picture below shows the business scope and introduction displayed on
the official website of a video traffic manipulation studio:
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Among them, the digital marketing business involves gray businesses such as video traffic
manipulation:

4. Write at the end
In the traffic war, whose cheese is moved by the video volume?

The report pointed out at the beginning that no matter whether it is video platforms, advertisers,
or producers, they are all victims in the long run. In the entire video traffic game, cybercrime
operators may be the only beneficiaries. However, at the current stage, due to various reasons,
some groups want to fight against the cybercrime ecosystem, but are limited by resources and
capabilities and are "powerless"; on the other hand, some groups destroy the market competition
environment for short-term self-interest, turn a blind eye to the cybercrime ecosystem behavior,
and even contribute to the flames behind the scenarios, fueling the arrogance of the cybercrime

ecosystem.
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The registration tool is continuously updated in a short period of time to reflect the rapid
follow-up by the tooler to changes in the platform ' s wind control.
Source: Threat Hunter original report, page 28

English figure labels

Filename

First time found

V1.81-#

Six registered v1.771-

[Lou Michi] Six registrations v1.

V1.

Fortunately, there are already online video platforms that have taken the lead and continue to
actively fight against the cybercrime ecosystem, and the results are remarkable. The picture below
shows the trend of video traffic manipulation attacks suffered by iQiyi in the second half of 2018.
As the platform launched a new strategy in September 2018, including closing the display of
front-end playback volume, traffic manipulation attacks once fell off a cliff:
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However, the active confrontation of a few platforms cannot deal a serious blow to the amount of
cybercrime ecosystem videos. The entire industry needs to join forces to jointly purify the market

environment.

From the perspective of the entire Internet content industry, volume traffic manipulation is a black
sheep that must be eliminated. The healthy and sustainable development of the Internet content
industry depends on the long-term mutual attention and trust between stakeholders such as
content display platforms, content providers, advertisers, and users. As a professional third-party
cybercrime ecosystem intelligence research institution, Threat Hunter will continue to pay
attention to the development and changes of the traffic manipulation industry chain, and work with
all parties to create a healthy and clean market environment for the Internet content industry.
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Some of the studios package brushes as digital marketing and display them with other market

extension services.

Source: Threat Hunter original report, page 28
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English figure labels

Public relations activities

Digital marketing

Sound

Showbroker.

Media relations

Bands and embedding

Homemaker.

The digital marketing operations involved grey operations such as video brushes:
When Project

Business description

Video traffic

Video website traffic data maintenance, secure and efficient.

I know how to promote.

Operating agency, running topic lists, spreading the fermentation of hot spots.
RCE outreach, discussion area maintenance.

Talking about conversion rates and services is a necessity for peddlecat merchants.

Little Red Book Promotion

Description
1. About business intelligence monitoring platform TH-Karma:

Business intelligence monitoring platform TH-Karma is a business intelligence monitoring platform
based on Threat Hunter's real-time control of cybercrime ecosystem. It adopts multi-dimensional
data collection and in-depth intelligence processing systems to provide enterprises with the most
timely and effective panoramic business risk perception capabilities, helping enterprises to detect
business risks at an early stage and quantify their impact on the business. It can continue to
conduct multi-dimensional monitoring of threat actors and serve as business risk scouts for
enterprises.

2. About Threat Hunter:

Threat Hunter is an innovative security company that specializes in business security intelligence
capabilities. It aims to provide customers with business attack and defense intelligence and a full
range of business security solutions from prevention and control to attack. Since its establishment,
the company has invested a lot of resources to build a set of domestic leading business security
intelligence monitoring and early warning systems, forming a strong cybercrime ecosystem
surveillance and control capability, and providing customers with cybercrime ecosystem
intelligence and business fraud controls solutions. Currently, it has provided services to nearly a
hundred of the country’s top Internet companies, including Tencent, Baidu, Alibaba, and Huawei.

3. Contact information:

Business cooperation: th-business@threathunter.cn Reprint authorization:
th-marketing@threathunter.cn Official website of the company: www.threathunter.cn Contact
number: 0755-2660 0293 Company address: Room K, 15th floor, Building 3, Xunmei Technology
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Plaza, Kehua Road, Nanshan District, Shenzhen, Guangdong Province Welcome to follow the Threat

Hunter official account to obtain more professional reports
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Following the platform ' s adjusted play-load demonstration and counterbrush strategy, the
number of brush attacks monitored decreased significantly.
Source: Threat Hunter original report, page 30
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