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Original report text

This text version is reconstructed based on the 36-page original PDF, retaining the report narrative,
chapters and research scope; the cover, duplicate table of contents and purely decorative pages are
not repeated. Localized figures are placed in context throughout this web edition, with the original
PDF retained for reference.

About Threat Hunter

Threat Hunter was founded in 2017 and helps organizations identify and respond to business fraud,
external digital risk, and API security threats. Its work combines cybercrime intelligence, risk data,
product platforms, and specialist services.

The company provides mature and diverse products and services focusing on risk scenarios such
as business fraud, data leakage, phishing and counterfeiting, and API attacks that different
industries face in the process of digital development. It has been selected as a representative
vendor in Gartner's technology maturity curve report and IDC's threat intelligence field for many
times.

Headquartered in Shenzhen, Threat Hunter also operates offices in Beijing, Shanghai, and
Chongging, with Digital Risk Response Centers in Shenzhen and Chongging. The company supports
customers in China, Europe, the United States, South America, and Southeast Asia.
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Original report charts, processes and cases

Source: Threat Hunter original report, page 2

English figure labels

Support. To date
Over 300 clients in finance, government, logistics, Internet, technology, retail, etc.

The report states that its services reach 85% of leading internet companies and help customers reduce financial
losses.

Risk-data products, anti-fraud intelligence, data-leak intelligence, and phishing and impersonation intelligence
7X24H Digital Risk Response Centre (DRRC)

Open source information

Closed source information

Tool Intelligence

Intelligence-led defense: identify attack surfaces before adversaries do.

Preface

In 2025, the financial lending field will struggle to move forward amid continued shocks. Fraud and
chaos are spreading, and threat actors’ tactics are accelerating. What financial institutions are
facing is no longer scattered attacks, but a complete set of professional, industrialized, and finely
divided black industry chains. This batch and systematic offensive has triggered many large-scale
risk cases and aroused high alertness from regulatory authorities, financial institutions and public
security organs.
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Threat Hunter research and analysis shows that the discussion volume related to malicious fraud
risks and professional debt risks in the financial loan field in 2025 will surge by 200% and 168%
respectively compared with the same period in 2024, indicating a significant risk proliferation
trend. Judging from the performance of specific fraud scenarios, public opinion on fraud in the
fields of corporate loans and consumer loans will both increase by more than 20% in the second
half of the year in 2025. The risk exposures of these two types of businesses continue to expand,
and the overall risk is relatively high.

It is worth noting that since the second half of 2025, the Ministry of Public Security and the State
Administration of Financial Supervision have launched a heavy attack, successively cracking down
on more than 200 major threat actor gangs, and have opened and investigated more than 1,500
cybercrime ecosystem criminal cases, with a total amount of nearly 30 billion yuan involved. At the
same time, financial institutions continue to upgrade their anti-fraud defense systems under the
dual pressures of regulatory compliance and exposure to non-performing assets. Under the
increasingly tight fraud controls lines and increasing legal deterrence, the cost of illegal crimes and
the difficulty of committing crimes in cybercriminal groups have increased significantly.

However, driven by huge illegal profits, there are still a large number of threat actor groups taking
desperate risks, constantly innovating attack techniques and changing fraud methods. This
offensive and defensive confrontation is far from over. The prevention and control pressure faced
by financial institutions is still severe, and the anti-fraud work has a long way to go.

Credit Fraud Risk Overview 2025

1. Overview of Credit Fraud Risks in 2025

Threat Hunter observed that due to the special governance of Tencent WeChat platform in August
2025 in response to the "Operation Qinglang", focusing on cybercrime ecosystem and illegal
groups to implement relevant fraud controls policies, and since the second half of 2025, the
Ministry of Public Security and the State Administration of Financial Supervision have jointly
deployed financial cybercrime ecosystem crackdowns, the discussion volume on financial loans in
the second half of 2025 is higher than that in 2025 There was a decrease in the first half of the
year, but the overall public opinion on the risk of malicious loan fraud still increased.

Complete English edition



THREAT HUNTER RESEARCH

1.1 Public opinion on malicious financial fraud increased
by 200% in 2025 compared with 2024
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Overview of credit fraud risk in 2025 (Chart 1)
Source: Threat Hunter original report, page 6

English figure labels

- Funds and malicious loan fraud
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Overview of credit fraud risk in 2025 (figure 2)
Source: Threat Hunter original report, page 6

In 2025, Threat Hunter monitored and captured 6.8 million financial loan public opinions. Financial
loan public opinions increased by 64% compared with 2024. Among them, malicious loan fraud
public opinions accounted for 1.89 million, accounting for 28% of the total. Malicious loan fraud
public opinions increased by 200% compared with 2024.

Financial loan public opinion: refers to all public opinions related to financial loan scenarios
(including but not limited to fraud risks)

Malicious loan fraud public opinion: refers to the public opinion on fraud risks related to financial
loan scenarios; such as debt taking, car financing, technology quota increase, beauty loan fraud,
debt restructuring, AB loan, creating fake statements, credit repair, debt optimization and other
public opinions.

In 2025, Threat Hunter monitored and captured a total of 37,000 financial loan groups, of which
18,000 were malicious loan groups, accounting for 50% of the total, an increase of 22% from 2024.

In 2025, Threat Hunter monitored and captured 330,000 active loan service accounts, of which
100,000 were fraudulent accounts (credit black intermediaries/threat actors) providing malicious
loan services, accounting for 30% of the total, an increase of 135% from 2024.
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Financial malicious fraud increased by 200 per cent in 2025 over 2024 (figure 1)

Source: Threat Hunter original report, page 7
English figure labels

- Clusters and malicious loan groups
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Financial malicious fraud increased by 200 per cent in 2025 compared to 2024 (figure 2)

Source: Threat Hunter original report, page 7
English figure labels

- Financial loans in 2024 and in 2025

Active loan servicing accounts: all active accounts related to loans

1.2 Popularity of malicious loan fraud business types in
2025 top 3: corporate loans, credit loans, housing loans

Malicious loan fraud refers to financial fraud that involves falsely advertising loan business in the
name of a bank, packaging fraudulent loans, illegal loan increases, illegal re-loans, illegal
cash-outs, induced loans, charging customers high fees, running away with money, defrauding
customers for profit, issuing usury loans and other illegal businesses for personal gain.

Common fraudulent behaviors include debt taking, car financing for cash out, technology loan
increase, beauty loan fraud, debt restructuring, AB loan, machine rental for cash out, making fake
statements, credit report repair, debt optimization, etc.
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Top3: Business Loans, Credits, Mortgages (Chart 1)
Source: Threat Hunter original report, page 8

English figure labels

- Number of active financial loan accounts and malicious fraud accounts, 2024-2025
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Top3: Business Loans, Credits, Loans (Chart 2)
Source: Threat Hunter original report, page 8

English figure labels

Malicious loan fraud: means fraudulent promotion of loan operations in the name of a bank, packaging fraud,
non-compliance, non-compliance with loan transfer, non-compliance

Discounting, inducement of loans, collection of high customer fees, runaways, fraud of clients, issuance of loan money,
etc. for personal gain

- Financial fraud.

In addition to corporate loans, credit loans, and housing loans, provident fund loans and car loans
also have higher risk profiles, accounting for 11.94% and 11.94% respectively.
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11.59%.

1.3 Main types of malicious loan fraud in 2025 top 3:
professional debt, debt optimization, credit repair

Data in 2025 shows that malicious loans mainly involve more than 9 types of fraud such as
professional debt, debt optimization, credit repair, material fraud, car financing fraud, debt
restructuring, etc. Among them, professional debt risk accounts for as high as 37%, ranking first,
and is the core attack method of threat actors;
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Major fraud types of malicious loans (Chart 1)
Source: Threat Hunter original report, page 9

English figure labels

- Waterfall.
- Vehicle loan (11.59 per cent) |
- One enterprise
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Major types of fraud in malicious loans (Chart 2)

Source: Threat Hunter original report, page 9

English figure labels

Optimization of debt: usually refers to adjustments to the debtor ' s debt structure, repayment modalities, interest
costs, etc., through proxy complaints, proxy advocacy, etc.

(c) The process of consolidation and optimization to ease the debtor ' s repayment pressure and improve its financial
position. There is a link between debt optimization and debt flight, mainly in terms of efficiency

The purpose of the debt is to slow down and reduce debt repayments by, inter alia, granting instalments, instalments,
reliefs, etc.

Debt optimization and credit repair ranked second and third respectively, and the proportion of

debt optimization agency complaint business has doubled.

Debt optimization: usually refers to the process of adjusting and optimizing the debtor's debt
structure, repayment methods, interest costs, etc. through agency complaints, agency rights
protection, etc., in order to reduce the debtor's repayment pressure and improve the financial
situation. Debt optimization is related to debt evasion, which mainly involves the implementation
of installment repayments, deferred installments, reductions and exemptions, etc. through threat
actors' agency complaints, etc., so as to achieve the purpose of delaying and reducing debt
repayments.

Note: Debt optimization includes: anti-collection, agency rights protection, agency complaints,
interest refunds and other debt processing scenarios.

Counter-collection: Counter-collection is created by the debtor in order to respond to the collection
of overdue loans and obtain interest exemptions, deferment/installment repayment, and
elimination of overdue records.
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The main type of malicious loan fraud in 2025: Top3: professional debt default, debt optimization,
credit-record repair (Chart 1)
Source: Threat Hunter original report, page 10

English figure labels

The need to produce, and thus the creation of, counter-revenging intermediaries who induce or help financial
consumers to escape debt for the purpose of making illicit profits

Violations of the obligation to pay are usually disguised as “agent rights”,
Services such as “agent complaints”, through fabrication of facts, forgery of materials, malicious acts
Complaints, etc., interfere with the normal collection process of financial institutions.

(ESB: The Black Intermediary is a foundation for the historical welfare of individuals or enterprises that have no
business.
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The main type of malicious loan fraud in 2025: Top3: professional debt default, debt optimization,
credit-record repair (figure 2)
Source: Threat Hunter original report, page 10

English figure labels

- Distribution of malicious loan fraud types, 2025
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The demand has arisen, and this has given rise to the group of anti-collection intermediaries. They
use the purpose of illegal profit-making to induce or help financial consumers to avoid illegal
activities of debt repayment obligations. They usually disguise themselves as "agency rights
protection”, "agency complaint" and other services, and interfere with the normal collection
process of financial institutions through fictitious facts, forged materials, malicious complaints and
other means.

Debt restructuring: refers to the behavior of black intermediaries advancing funds for individuals or
companies that are temporarily unable to repay, pay off historical debts, and maintain credit
reports, and then apply for multiple large loans, allowing those who have no ability to repay to
borrow larger amounts from banks in disguise.

1.4 Top 5 malicious loan fraud risk areas in 2025:
Guangdong, Sichuan, Shandong, Jiangsu, Zhejiang

Threat Hunter intelligence data shows that the top five provinces (including municipalities) with
active malicious loan fraud in 2025 are Guangdong, Sichuan, Shandong, Jiangsu, and Zhejiang.
Among them, the risk value in Guangdong is much higher than other regions.

Complete English edition
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1.5 Credit repair risks will surge sharply in 2025, with a
year-on-year increase of 199% in the second half of 2025
compared with the second half of 2024
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In 2025, there was a sharp surge in communications recovery risks, with the second half of 2025
increasing by 199 per cent from the second half of 2024
Source: Threat Hunter original report, page 11
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English figure labels

Geographical distribution of malicious loan fraud risk, 2025
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The discussion volume on credit repair risks will continue to grow in 2025. The amount of public
opinions on credit repair risks in the first half of 2025 increased by 116% compared with the
second half of 2024. The amount of public opinions on credit repair risks in the second half of 2025
increased by 38% compared with the first half of 2025. The amount of public opinions on credit
repair risks in the second half of 2025 increased by 199% compared with the second half of 2024.

Among them, in December, affected by the national credit repair policy, the discussion volume in
December was the peak of the whole year, an increase of 40% compared with November.

Complete English edition
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In 2025, there was a sharp surge in communicatlons recovery risks, with the second half of 2025
increasing by 199 per cent from the second half of 2024
Source: Threat Hunter original report, page 12

English figure labels
- Monthly credit-record repair in 2025
On December 22, 2025, the People's Bank of China issued a special policy notice on personal credit

repair. The policy is clear that starting from January 1, 2026, a one-time credit repair mechanism
will be implemented for eligible historical personal overdue records of small amounts.

Complete English edition
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In 2025, there was a sharp surge in communications recovery risk, with a 199 per cent increase in
the second half of 2025 compared to the second half of 2024 (figure 1)
Source: Threat Hunter original report, page 13

English figure labels

For the period from 1 January 2020 to 31 December 2025, the individual amount does not exceed

Overdue information on individuals at RMB 100,000, up to 31 March 2026 (8)

The Financial Credit Information Base database will not be displayed for the repayment of overdue debts. Of which:
(i) Money owed by an individual in full by 30 November 2025 (2)

The credit information base database will not be displayed as of 1 January 2026;

(=) Full reimbursement due from individuals between 1 December 2025 and 31 March 2026

For debt, the financial credit information base database will not show the date of date by the end of the following
month Letter

Complete English edition
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In 2025, there was a sharp surge in communications recovery risk, with the second half of 2025
increasing by 199 per cent from the second half of 2024 (figure 2)

Source: Threat Hunter original report, page 13

English figure labels

Since the introduction of the National Policy on credit-record repair, as of mid-January 2026, the implementation of the
policy has triggered clients and financial intermediaries

There is a high level of interest among parties concerned, such as the black market and financial institutions, but there
are significant differences between their focus and their claims, as shown by the following:

Relevant parties

Keep your head down.

Specific developments

Client

Personal records are successful.

Active access to personal credit reports, follow-up on rehabilitation progress and attempt to remarket credit products
Rehabilitation workshops eligible for loan applications

Early recruitment of potential clients

Loan intermediary loans

Focus on changing client needs and expand from service operations

Scheduled credit requests for services related to the Acting Office, the Scheme, etc.
Researching new ways and directions through nitrogen-absorbing policies

How to continue to make profits when you change the hole.

Redirecting target clients to unreformed groups with more than $10,000

Search for new operating space, such as other dimensions after credit-record repair

Increasing fees accordingly, even for long periods of time, and only for sophisticated financial institutions

Since the introduction of the national credit repair policy, as of mid-January 2026, the
implementation of the policy has attracted great attention from customers, financial
intermediaries, threat actors, financial institutions and other relevant parties. However, there are
significant differences in their focus and demands. The specific manifestations are as follows:

Complete English edition
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Credit fraud industry chain and risk types in loan scenarios

2. Credit fraud industry chain and risk types
in loan scenarios

2.1 Analysis of credit fraud industry chain

The current credit fraud industry chain has formed a refined, specialized, large-scale division of
labor system. Fraudulent roles are mainly divided into three role layers: upstream threat actors,
midstream threat actors, and downstream intermediaries. Each role layer has a different division of
labor.
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Fake material production, resource services, insiders of financial institutions and multiple
intermediaries work together to complete customer recruitment and loan implementation.

Source: Threat Hunter original report, page 13
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English figure labels

The following is a flow chart of the fraud chain:
Flow chart of the credit fraud industry
Submission of material requirements

Fake material producer

Resource service provider

It's an internal relationship.

Assisted in submission and false material, bypassed by wind
A mole in a financial institution.

Operation

Identification of loan schemes

Sending clients

Loans of Will

Operator

Upstream

Identification of client processes

Implementation funds process

Upstream threat actors: Responsible for researching the products of financial institutions or finding
loopholes, having relationships and financial resources such as industry, resource service
providers, fake material companies, etc., providing loan solutions, and final loan operators;

Midstream threat actors: Responsible for connecting upstream and downstream, recruiting, and
assisting upstream in committing credit fraud;

Downstream intermediary: Responsible for receiving midstream information and directly recruiting
target customers.

The following is a flow chart of the credit fraud industry chain:

2.2 Types of fraud risks in each loan scenario

In the field of financial credit, housing loans, car loans, consumer loans and corporate loans are all
attacked by threat actors to varying degrees, and present different types of fraud risks.

In the mortgage loan scenario, threat actors often defraud large amounts of funds by inflating
property valuations, taking advantage of policy loopholes to make arbitrage, packaging
themselves as "debtors" or colluding with developers to make fake mortgages;

Due to the rapid approval and high degree of online approval of consumer loans, threat actors
often use technical means to forge identities in batches, package application materials to commit
loan fraud, artificially beautify credit reports, implement debt restructuring, or engage in "AB loan"
fraud;

For corporate loans, due to the large loan amounts, threat actors' attacks are more specialized.
They often purchase shell companies, forge trade flows and collateral, and even manipulate supply
chain finance to commit professional debt fraud, or modify data to commit material packaging
fraud such as technology quota increases.
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Type of fraud risk in each loan scenario
Source: Threat Hunter original report, page 16

English figure labels

The following are the prevailing forms of fraud currently faced in the lending landscape:
[0 Melting house cash [J
Packaging fraud (Fh)
Occupation

Flows of car

Science and technology
Types of fraud

Debt restructuring

Sales for vehicles
Developer's leave mortgage
Packaging of materials

Road transport

As for car loans, because vehicles are easy to transfer and liquidate, fraud often manifests itself in
forging materials, car financing and cashing out, "buying cars under the same name", etc. After the
loan is granted, the GPS is illegally removed and the vehicle is resold to avoid debt.

The following are the mainstream fraud methods currently faced in various loan scenarios:

The following will conduct a targeted dismantling and analysis of the core fraud risks in different
credit loan scenarios based on the real risk intelligence that Threat Hunter has monitored over a
long period of time.

Analysis of professional debt risk landscape

Complete English edition
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3. Analysis of professional debt risk
landscape

Professional indebtedness: refers to people who have absolutely no loan qualifications (such as
pure white, novice, small flower, low education level) or low qualifications and willingness to take
on debt, who apply for large bank loans under the package of threat actors. Professional
debt-taking is for the purpose of high profits and has no intention of repaying the debt.
Professional debts are mainly divided into 2 categories: one is "packaged loans" and the other is
"bad debts". Packaged loans: the act of defrauding banks of high loans by fabricating identities and
forged materials, such as "house", "credit", "business", "car". Bad loans: bad debts or
non-performing assets under the name of a company affect the company's operation or reputation.
The company uses equity transfer, asset disposal, mortgage, etc., and the debtor bears the
company's debt alone, such as "Enterprise direct debt" and "bank direct debt" professional debt
risks refer to the credit risks related to professional debt behavior. This risk is not only the highest
risk type of fraud in the credit fraud industry chain, but also a core risk that financial institutions
focus on and strictly prevent and control.
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Il1. Analysis of occupational risk exposure (figure 1)
Source: Threat Hunter original report, page 18

English figure labels

IIl. Situational analysis of occupational debt risk

Professional debt: means the total absence of credit qualifications, e.g., pure white, white, small flowers, low level of
education)

Persons wishing to do so apply for large bank loans under black packaging. The occupational debt is aimed at high
benefits and is not intended to be repaid. Professional back

The debt is divided into two categories: “package loans”.
The other is...

“Backback”
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Il1. Analysis of occupational risk exposure (figure 2)
Source: Threat Hunter original report, page 18
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English figure labels

- Monthly risk information on debt liability from 2024 to 2025

3.1 The discussion volume on occupational debt risks in
2025 increased by 168% compared with 2024

In 2025, Threat Hunter monitored and captured 370,000 public opinions on occupational debt
risks. Among them, the amount of public opinions in the second half of the year increased by 59%
compared with the first half of the year, and the overall amount of public opinions increased by
168% compared with the same period in 2024;

3.2 Top 5 provinces with debt-ridden areas in 2025:
Guangdong, Sichuan, Shandong, Henan, Chongqing

Threat Hunter intelligence data shows that the top five most active provinces (including
municipalities) for debt-related loan fraud in 2025 are Guangdong, Sichuan, Shandong, Henan, and
Chonggqing.

3.3 Popularity of debt-ridden cities in 2025 Top 5 cities:
Chongqing, Guangzhou, Chengdu, Shanghai, Shenzhen

Threat Hunter intelligence data shows that the top five most active cities (including municipalities)
for debt-related loan fraud in 2025 are Chongging, Guangzhou, Chengdu, Shanghai, and Shenzhen.
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3.4 2025 New model of professional debt-assumption
threat actors: from scattered fraud to professional
industrialization

In 2025, in order to increase the loan approval rate and obtain higher amounts, these groups of
threat actors have long stopped working alone. They not only actively join forces with other related
groups to commit crimes, but also quickly implement safety isolation after the loan is obtained to
avoid being implicated in subsequent explosions.
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Top5 Cities: Chongqing, Guangzhou, Chengdu, Shanghai, Shenzhen

Source: Threat Hunter original report, page 19

English figure labels

- Four.
- Out!
- Henan.
- Jiangsu.
- Hunan.

Different groups have their own resources. Some are good at consumer loans, some are good at
housing loan operations, some are good at incubating and packaging long-term corporate loans,
and some can open up channels of financial institutions. Together, they can complement each
other's shortcomings, activate resources, and ultimately divide the benefits, forming a chain of
interlocking interests.
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Its core features are concentrated in three aspects:

Upgrade of operating model: From a single fraudulent loan point to a diversified arbitrage system
that integrates multi-channel resources, the attack direction and operating methods will be
dynamically adjusted according to the level of risk, profit margin and supervision intensity.
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2025 New patterns of hard-on-job black-out: from scattered fraud to professional industrialization
Source: Threat Hunter original report, page 20

English figure labels

- Guangzhou
- Chengzhou

Customer portrait optimization: Instead of focusing on “pure white households” with blank credit
records, we will instead recruit “high-quality novices” with a small number of good credit records.

Loan applications from this group of people are more likely to be approved, which can further
increase the success rate.

Refined operation of scenarios: No longer blindly attack all loan scenarios, but based on the
characteristics of different loan products, accurately calculate operating costs, cycles and returns,
and achieve risk minimization and profit maximization through refined configuration.

The following is a comparison of the characteristics of various risk scenarios in the debt-taking
process.

Complete English edition



THREAT HUNTER RESEARCH

PATFASERT T & XS R ASHIEXLL

Bl RS HRERmsIhSRe

A SEaE (2025)

BERBEE (1-7%) , FHH, i .. IHEE, ®E. STEREELS, #ITFEC-REEE. G
TR AR TR AT @, REEERE, EHEMHETEFNEELS,

RIS, Ex, I , EEET REER" . A " B
RLERSE, SIEEX, BHAR LTS S EE EEEEM, BRET AREF FAN, REKER

EWAEA, BEET SR AR,

RENE, FEEEER, BEE BEEREREEAEREEERE. MeiHGEEngy s
HEFRS"ERIA"
HHER W, RETEMESNE.

WA, MEMTHEE, MR 4 NS, BeRER. ENALRTRNELEE, 8
RE® et s i {Eizan s db S R EL

2025 New patterns of hard-on-job black-out: from scattered fraud to professional industrialization

Source: Threat Hunter original report, page 21

English figure labels

Below is a characterization of the risk scenarios under the back-up chain.

Risk scenario

Core risk characteristics

Attraction and role in cybercrime

Consumer lending

Very short operating period)

If the front funding and the main battle

It's complicated to prepare, but it's the benefit of "first-in-first-in-first-out" things.
Enterprise loans

Invisibility, limited profit space, but increased

Property is the key to improving the overall creditworthiness of the Backwards and donating other high loans.

—
o
Q
>
w0

Auxiliary tools and qualification tools
key, often used for packaging combination fraud.
Short lead times, high discounts, risk

The characteristics of fraud are clear and assets easily traced. This is the first time that a large number of births have
taken place.

Car loan.
High-risk zone, being squeezed away.

Shortening or reeding of this part of the operation.

Credit fraud loan scenario risk analysis
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4. Risk analysis of credit fraud loan
scenarios

4.1 Analysis of current situation of mortgage fraud risks

4.1.1 Public opinion on mortgage fraud risks remained
stable in 2025

4.1.2 Top 5 provinces (including municipalities) with
regional popularity of mortgage fraud in 2025:
Chongqing, Sichuan, Guangdong, Shandong, Henan

AAEM LB R RISt

2025F EEIRIEMIQEIEE

2025F LY E 2oRSE T E

Top5 provinces (including municipalities) in 2025: Chonggqing, Sichuan, Guangdong, Shandong,
Henan (Chart 1)

Source: Threat Hunter original report, page 23

English figure labels

The risk of fraud is steady.
Level of exposure to mortgage fraud in 2025
First half of 2025

Late 2025
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Top5 provinces (including municipalities) in 2025: Chongqing, Sichuan, Guangdong, Shandong,
Henan (Chart 2)

Source: Threat Hunter original report, page 23

English figure labels

- Shandong, Henan

- Thermality of the loan fraud risk area, 2025 (top 10)

- Plant
- Shandong.
- Hebei

4.1.3 Top 5 cities with regional popularity of mortgage
fraud in 2025: Chongqing, Guangzhou, Chengdu,
Shenzhen, Guiyang

4.1.4 Upgrading of the housing loan threat-actor industry
chain: from division of labor and collaboration to
full-chain closed-loop fraud led by the “housing side”

With the high risk in the second-hand housing market, the industrial chain model is further
evolving: Threat Hunter observed that this year there has been a new trend of being led by “threat
actors” and integrating the entire process.
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This fraud network covers many key links such as house collection, early advance financing, bank
relationship smoothing, material forgery, loan operations, customer recruitment, etc. The gang
started from collecting houses from the source and built a fully closed-loop crime process of
"recruiting customers - packaging qualifications - operating loans - dividing stolen money -
controlling the repayment fraud-control review period", and even extended to lead the subsequent
decoration loan business.
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Upgrading of the mortgage and cybercrime chain: from division of labour collaboration to

chain-wide closed fraud dominated by the “home source”

Source: Threat Hunter original report, page 24

English figure labels

Urban heat at risk of mortgage fraud in 2025 (top 10)
Chongging

Factory

Chengdu

Shenzhen.

Changsha.

This type of mortgage fraud is mainly based on mortgage loans, supplemented by operating
mortgage loans. The specific risk conditions are as follows:
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4.2 Analysis of current situation of corporate loan fraud
risks

4.2.1 Public opinion on corporate loan fraud will continue
to grow in 2025, with an increase of 24% in the second
half compared with the first half.

4.2.2 Top 5 provinces with regional popularity for
corporate loan fraud in 2025: Sichuan, Jiangsu, Zhejiang,
Jilin, Inner Mongolia

4.2.3 Top 5 cities with regional popularity of corporate
loan fraud in 2025: Qingdao, Xiamen, Beijing, Chongqing,
Shenzhen

4.2.4 The highest risk of corporate loan fraud in 2025 is
corporate debt

Complete English edition



THREAT HUNTER RESEARCH

2025F RMVERIEM BEIX FE (TOP10)

il
HiF

4T

PR
o
I8
Wi
Rl
il
Hf
4] 500 1000 1500 Q2000 2,600 3000 Z600 4000 4500 5000 S50 E000 6500

Top5 Cities: Aoshima, Xiamen, Beijing, Chongqing, Shenzhen (Chart 1)
Source: Threat Hunter original report, page 26

English figure labels

- Corporate fraud risk area heat in 2025 (top 10)

- Sichuan!
- Jilline.
- Shandong.
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Top5 Cities: Aoshima, Xiamen, Beijing, Chongqing, Shenzhen (Chart 2)

Source: Threat Hunter original report, page 26

English figure labels

Shenzhen.
Business Leather Risk City Hotness 2025 (top 10)
Shumen.

Beijing

Corporate debt-taking: Corporate debt-taking is a form of corporate loan fraud with the purpose of
obtaining funds without repaying the loan. Its core lies in disguising shell companies as healthy
“high-quality companies” through systematic packaging and data maintenance in order to defraud
huge bank loans.

Corporate loan fraud: refers to all fraud risks related to corporate loan scenarios, such as typical
corporate debt obligations, technology advances, mortgage operations, corporate false material
packaging and other fraud risks.

Corporate fraud risk scenarios are concentrated in four major categories: corporate debt-taking
with "shell entities" as the core, technology-based credit increases by tampering with data,
operating mortgage fraud involving overvaluation of collateral, and packaging fraud through
fictitious operating data.

Among them, enterprises take on debt for the purpose of obtaining funds by defrauding loans
without repaying them, and their risk level is higher. Its model has evolved from simple material
falsification to a complete industrial chain of organized "shell companies maintaining shells and
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internal and external collusion to defraud loans", posing the greatest threat to the asset security of

financial institutions.

The following is the risk performance of each fraud risk model in corporate loan scenarios:
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The highest risk of corporate credit fraud in 2025 was corporate default.

Source: Threat Hunter original report, page 27
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English figure labels

Threat.

The following are the risk manifestations of various fraud risk patterns in the enterprise lending landscape:
Master Method

New changes

Methodological changes; Ae

n
>
Q
%]
[0}
=

Fake wrapping. Counterfeiting of paper materials -

Second paragraph: BG.RTA.

3. BSH: Ecological construction (AM). At all costs and time, really.
Financially advanced cities have shifted to remote cities

Create a compliance light on the ground, from "data real" to "show." Okay.
entities

For real.

Client image change:

Moving from three to a certain group of clients

Changes in modus operandi; diversity of means

From center to side

Shenzhen, Canton, Shanghai, Beijing, etc.

The link and the human weakness, the combination attack that forms the "art plus relationship"
Or running a loan in the name of a pants company.

Financially developed cities predominated.

West like change; from real estate customers to assetless customers
Methodological changes; from "false" to "ecological"

Financially advanced cities are turning to second- and third-line cities.

From a single fake to "The Real Business + WHR + The Pure Relationship"

The packaging of corporate debt is a long-term packaging plan, which is more difficult and
detailed. The core of corporate debt is "shell maintenance":

Through several months of systematic packaging and data maintenance, the shell company was
disguised as having all the financial statements in industrial and commercial, taxation, bank flow
and other dimensions.

A healthy "high-quality enterprise". This process is essentially a high-cost "data maintenance", and
the ultimate goal is to use this ripened false subject as a tool to defraud huge bank loans.

The following is a multi-layered progressive packaging flow chart for corporate debt obligations.
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4.3 Analysis of current situation of car loan fraud risks

4.3.1 Public opinion on the risk of car loan fraud will grow
steadily in 2025, with an increase of 13% in the second
half compared with the first half.

4.3.2 Top 5 provinces with regional popularity for car
loan fraud in 2025: Guangdong, Sichuan, Shandong,
Zhejiang, Hebei
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Top5 provinces: Guangdong, Sichuan, Shandong, Zhejiang, Hebei
Source: Threat Hunter original report, page 29

English figure labels

Hebei

Car fraud risk area heat in 2025 (top 10)
Sichuan!

Shandong.

- Jiangsu.

Hunan.

In 2025, the risk of car loan fraud was unevenly distributed geographically, with Guangdong
Province "leading" the country with high risks.
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Risks throughout the year in Guangdong Province show distinct stage characteristics: May to July in
the first half of the year was the peak period of concentrated risk outbreaks. After entering the
second half of the year, as the heavy-handed rectification of cybercrime ecosystem continued to
advance, public opinion on related risks has dropped significantly.

Compared with other regions, fraud methods in Guangdong are more covert, mainly manifested in
two core modes:

MRESAEERENREAESE

4000

3500

3000

2500

2000

1500

1000

111 I i1l
0
PO & S & & 2
& & & 4;& ans'ﬁ‘ 6’* raa'i“ & & &

Top5 provinces: Guangdong, Sichuan, Shandong, Zhejlang, Hebei

Source: Threat Hunter original report, page 30

English figure labels

- Risk and situation of monthly car fraud in Guangdong Province

The first is to accurately screen customers: it no longer randomly selects customers with poor
qualifications or even three non-qualifications like in other regions, but specifically targets users
with real qualifications and urgent financing needs;

The second is the upgrade of fraud methods: abandoning the previous excessive packaging
operation path, and instead tending to rely on real qualifications and light packaging to operate, so
as to avoid current fraud-risk screening and avoid compliance risks.
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4.3.3 Top 5 cities with regional popularity of car loan
fraud in 2025: Chongqing, Shenzhen, Guangzhou,
Hangzhou, Beijing

4.3.4 The brand distribution of car loan fraud risks in
2025 shows that the risks are mainly concentrated in
high-end fuel vehicles and a certain leading new energy
brand

4.3.5 Public opinion on the risk of car loan fraud in 2025
will stage a regional "transfer war" due to regulatory
crackdowns on threat actors
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In 2025, the risk distribution for car fraud showed that the risk was concentrated in high-end fuel
trucks and in a new energy brand in the head (figure 1)

Source: Threat Hunter original report, page 31

English figure labels

City at risk of car fraud in 2025 Heat
Guangzhou

Beijing

Shanghai

The winner.
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The distribution of risk brands for car fraud in 2025 shows that risk is concentrated mainly in
high-end fuel trucks and in some header new energy brands (figure 2)

Source: Threat Hunter original report, page 31

English figure labels

New energy brand

Car loan fraud, car brand risk ranking, 2025
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According to Threat Hunter monitoring intelligence data, the total public opinion on car loan fraud
risks across the country remained stable in 2025, but there are significant differences in risk
performance between regions.
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Compared with the first half of the year, 55% of regional risk public opinions showed positive
growth in the second half of 2025. Among them, the growth rates of Inner Mongolia, Guangxi,
Sichuan and Fujian all exceeded 50%, and the upward trend was relatively obvious.

On the other hand, risk public opinion in 45% of regions still showed negative growth. Guangdong,
Shandong, Hebei, Hubei, Shanghai and other economically active provinces and cities are included
in this list, reflecting that public opinion about car loan fraud has been suppressed in these areas.

Overall, the main reason for the large fluctuations in risk public opinion between regions is closely
related to differences in regulatory policies and crackdown efforts. In the second half of 2025,
regulatory authorities, financial institutions, and public security agencies jointly launched a
crackdown, which effectively reduced the activity space of threat actors in strictly controlled areas
and forced some fraudulent activities to move to areas with relatively loose policy environments.
This resulted in dynamic changes in risk public opinion between different regions.

Complete English edition



THREAT HUNTER RESEARCH

4.4 Analysis of current situation of consumer loan fraud
risks

4.4.1 Public opinion on the risk of consumer loan fraud in
the second half of 2025 increased by 20% compared with
the first half of the year
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The risk of fraud in buying a car loan in 2025 due to regulation of the “transfer war” in the region
against cybercrime
Source: Threat Hunter original report, page 32

English figure labels

Overall trend in car fraud in the regions in 2025
Guangdong
Zhejiang Anhui Shan Zhongqing North River Suan South Hein Fu, Beijing

Growth in the first half of 2025
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4.4.2 Top 5 provinces with regional popularity of
consumer loan fraud risk in 2025: Sichuan, Shandong,
Henan, Anhui, Chongqing

4.4.3 Top 5 cities with consumer loan fraud risk in 2025:
Chongqing, Chengdu, Qingdao, Guiyang, Zhengzhou

4.4.4 Current status of consumer loan fraud in 2025:
Packaged loan fraud has become the new normal
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Top5 provinces: Sichuan, Shandong, Henan, Anhui, Chongqing (Chart 1)
Source: Threat Hunter original report, page 33

English figure labels

Half-year consumer loan risk exposure compared to the first half of the year
Consumer credit fraud risk profile, 2025

First half of the year

Lower and

Complete English edition 42



THREAT HUNTER RESEARCH

x

20255 H R ERVER I X AE (TOP10)

i

Wi

=il
Wi
i
L&
Ak
B

'F

i} "

o

1,000 2000 3000 4000 5000 6,000 1,000 8,000 o000 0000 1000

Top5 provinces: Sichuan, Shandong, Henan, Anhui, Chongqing (Chart 2)

Source: Threat Hunter original report, page 33

English figure labels

Consumer loan fraud risk area heat in 2025 (top 10)
Shandong.

Chongging

Guangxi

Jiangsu.

In 2025, the discussion volume on the risk of consumer loan fraud will continue to grow. The
consumer loan scenario includes multiple types of risks, including package fraud (debt-taking), AB
loans, and debt restructuring. Among them, package fraud is the most prominent fraud risk.

The following are examples of the risks of packaged loan fraud:

The following is the risk performance of each fraud risk model in consumer loan scenarios:
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Status of consumer credit fraud in 2025: packaging fraud has become a new norm

Source: Threat Hunter original report, page 34

English figure labels

Chengzhou

Consumer loan fraud risk urban heat in 2025 (top 10)
Chengjun!

Guangzhou

Shenzhen.

Written at the end, financial anti-fraud offense and defense has entered a new stage of systematic
confrontation. In 2025, credit fraud risks showed cross-scenario, specialization, and
industrialization characteristics. Various scenarios such as professional debt, mortgage loans, car
loans, and corporate loans will continue to derive new methods and new variants, and the overall
prevention and control situation will be severe and complex. Although regulatory crackdowns
continue to increase and the fraud-control system continues to upgrade, cybercrime ecosystem
continues to iterate technology and change attack paths driven by huge profits. The pressure
faced by financial institutions has not been relieved. Anti-fraud work is still a systematic and

long-term arduous task.

As a professional research institution that has been deeply involved in the field of intelligence risk
for a long time, we continue to track the dynamics of threat actors, analyze attack logic, and judge
risk trends, and are committed to providing the industry with cutting-edge and in-depth risk
insights and response references. The findings and analysis presented in this report are only part
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of our research results. We believe that only continuous tracking, professional research and open
cooperation can build a more active defense system in this dynamic game.

Note: The data information provided in this report is estimated and analyzed by Threat Hunter
based on large sample data sampling and collection, small sample survey, external intelligence
data collection, data model prediction and other research methods. Due to the limitations of any
data sources and technical methods in the field of statistical analysis, the data information
estimated and analyzed based on the above methods are for reference only.
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Status of consumer credit fraud in 2025: packaging fraud has become a new norm
Source: Threat Hunter original report, page 35
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English figure labels

The following are the risk manifestations of various fraud risk patterns in the consumer lending landscape:
Risk model

Risk performance

There are higher demands on targeting clients.

Paper, PDF, mountain/plug-in hijacking

"from being uninhabited to being a quality client with certain qualifications,
Very high.

It's half-package; social security, pension, tax.

More truthful in your own way.

It's hard to get paid.

Qualification packaging from paper, simple packaging like mountains to plugin
Real patch mode

The packaged unit main section changes the intake unit to a high-quality unit
"The main packaging body is moved from structure or random editing to an actual quality unit of the page
RIBAS: The first step in circumventing the law is to lure S.

Then step by step, make B a loan.

A's got no credit, B's got no credit.

It's more sophisticated: MH

Higher incidence; PHASPRA

Non-performing loan intermediary key at risk

Target client group in units with high-failure, high-level

Clients spread from the general group to the unit group

Debt restructuring

Risk for the period

Regulation
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