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Original report text

This text version is reconstructed based on the 48-page original PDF, retaining the report narrative,
chapters and research scope; the cover, repeated table of contents and purely decorative pages are
not repeated. Localized figures are placed in context throughout this web edition, with the original
PDF retained for reference.

About Threat Hunter

Threat Hunter was founded in 2017 and helps organizations identify and respond to business fraud,
external digital risk, and API security threats. Its work combines cybercrime intelligence, risk data,
product platforms, and specialist services.

The company provides mature and diverse products and services focusing on risk scenarios such
as business fraud, data leakage, phishing and counterfeiting, and API attacks that different
industries face in the process of digital development. It has been selected as a representative
vendor in Gartner's technology maturity curve report and IDC's threat intelligence field for many
times.

Headquartered in Shenzhen, Threat Hunter also operates offices in Beijing, Shanghai, and
Chongging, with Digital Risk Response Centers in Shenzhen and Chongging. The company supports
customers in China, Europe, the United States, South America, and Southeast Asia.

Preface

Data breaches will continue to occur at a high level in 2025. threat actors have comprehensively
upgraded their organizational forms, attack paths, and data transaction methods, and high-value
financial data has become the core target. Based on the continuous monitoring and analysis of
data leakage incidents throughout the year, Threat Hunter released the "2025 Data Breach Risk
Landscape Report", which systematically analyzes data leakage trends, scenario changes and
illegal data transaction links throughout the year, and comprehensively reflects the overall
domestic data leakage risk landscape in 2025.

Complete English edition



THREAT HUNTER RESEARCH

FXFr, #EBr, NS, IS, iR, EERR. R TEFTIM 300 ZREFR
HRLIRS, BE 8S%AIEHNEL, SFHEEF A HHZESIRE.

REA

’ RENEAR DT AEFILLSHEREZ RSN

] ]
R TS TaZal SR ey APIEEAE
MR R LR
/R T R

e
- £ |
BRI P s
REESHEES

EBREEERENETS | | WREEREWETE AMEERIERE RS TEERE

7X24H YFRERIBMEIPL (DRRC)

[af=-r. bt

A

R R

LIS pEG, SFEERIIER

Original report charts, processes and cases

Source: Threat Hunter original report, page 2

English figure labels

Companies have raised more than 300 clients in finance, government, logistics, Internet, technology, retail, etc.

The report states that its services reach 85% of leading internet companies and help customers reduce financial
losses.

Data release risk platform, Fish Replicating Risk Information Platform
API SnowPlatform

7X24H Digital Risk Response Centre (DRRC)

Open source information

Closed source information

Tool Intelligence

Intelligence-led defense: identify attack surfaces before adversaries do.

Summary of key points in the report:

1. Data leakage incidents continue to be at a high level, with the banking industry’s data leakage
risk ranking first for three consecutive years:

A total of 41,644 effective data breaches were detected in 2025, a year-on-year increase of
10.83%. The risk of data leakage in the banking industry has ranked first for three consecutive
years. Among the top five industries with leakage incidents, the pan-financial sector (banking,
consumer finance, payment, securities) occupies four seats, indicating that the focus of threat
actors' attacks is on capital flow data with high realizable value.

2. The threat actors organization is moving toward "federalization", interoperability of resources,
and multiple blackmail attacks:
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In 2025, threat actors showed an obvious trend of organizational integration, such as the
emergence of the SLH Alliance (composed of Scattered Spider, Lapsus$, and ShinyHunters). Attack
methods are systematically shifting from traditional vulnerability exploitation to voice phishing
(Vishing)

Supply chain attacks driven by identity abuse and malicious OAuth integrations.

3. The illegal trading market showed great resilience, and traffic migrated rapidly after the collapse
of the leading forum:

Although global law enforcement agencies have repeatedly cracked down on the leading darknet
forum BreachForums (BF) in 2025, the traffic of threat actors has not disappeared, but has rapidly
migrated to alternative platforms such as D**s and anonymous group chats. The illegal data
trading market has strong adaptability and self-repair capabilities.

4. High-value financial data is refined and split, and algorithm models improve monetization
efficiency:

Financial data transactions accounted for more than 50% of the data leakage incidents involving
threat actors, in which loan information was highly refined into various product forms such as
"finance application", "bank code scan", "lease materials" and so on. At the same time, threat
actors began to introduce Al big data recognition and algorithm models to clean, quality control
and profile segmentation of the original data to maintain high prices and high conversion rates.

5. New trend in SMS data leakage risk, 106 expansion code has become a new leakage entrance.

The 106 expansion code data leakage involves multiple industries and affects more than 420
companies. In addition, threat actors circumvent the company's traceability and evidence
collection through artificial splicing and unified formats.

Data breach risk landscape 2025

1. Overview of data breach risks in 2025

1.1 A total of 41,644 data breaches occurred in 2025,
which is 41,644 cases compared with 2024.

A year-on-year increase of 10.83%. Threat Hunter data leakage risk monitoring platform data
shows that from January to December 2025, the entire network monitored 767 million pieces of
intelligence about data leakage. Based on the Threat Hunter authenticity verification engine and
DRRC professional manual analysis, a total of 41,644 valid data leakage incidents were verified,
involving a total of 2,120 companies in key industries such as finance, e-commerce, and express
delivery.

The annual data in this report does not include some overseas and unidentified corporate entities'
data leakage incidents. The statistical caliber has converged compared with the first half of the
year, and the changes in relevant indicators are mainly caused by this.

As shown in the figure above, the magnitude of data breach events in 2005 fluctuated to varying
degrees in Q1, Q2, and Q4. The main reasons are as follows:

e February-March 2025: The activity of illegal data trading gangs monitored by Threat Hunter
increased, and the number of gangs increased by 116.96% compared with January, driving the
increase in data leakage incidents.
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The total number of data leaks in 2025 was 41644 compared to the full year of 2024

Source: Threat Hunter original report, page 7

English figure labels

- Trends in the number of data leak incidents, 2025

e April 2025: Threat Hunter detected a significant decrease in the number of data leakage
incidents. Threat Hunter found that the main reason for this fluctuation was mainly due to the
"group blocking operation" launched by the Telegram platform in April 2025 against illegal
gangs, which resulted in a large number of illegal data transaction group chats being blocked;
the number of data leakage incidents fell briefly.

* November 2025:: Affected by the concentrated promotion of the e-commerce shopping festival,
a large number of leaked data related to the e-commerce industry appeared in leading dark
web forums; the number of incidents related to dark web channels in November increased by
173.95% compared with October, becoming an important factor in pushing up the number of
data leakage incidents in November.
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1.2 The banking industry has ranked first in data leakage
risk for three consecutive years, and the software
application industry has ranked among the top 10 for the
first time.

1.2.1 Risks in the financial industry are leading in a
"faulty" manner

In 2025, the areas hardest hit by data breaches will further concentrate on capital-intensive
industries. Data leakage incidents in the banking industry remain at the top of the list. Compared
with 2024, the consumer finance industry has overtaken the e-commerce industry and jumped to
second place. At the same time, the rankings of the payment and securities industries have moved
significantly forward, entering the Top 4 and Top 5 respectively. The "pan-financial" sector
occupies four of the top five high-risk industries, indicating that threat actors have focused their
attacks on credit and capital flow-related data with high realizable value.
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The total number of data leaks in 2025 was 41644 compared to the full year of 2024

Source: Threat Hunter original report, page 8
English figure labels

- Trends in illicit data trading groups, 2025

1.2.2 The intelligence on “strong access” to local life has
dropped significantly, and software applications have
replaced local life as a new target.

According to Threat Hunter monitoring, the "forced login" file checking data leakage incidents that
were relatively active in the local life industry in 2024 dropped significantly in 2025, with the
number of related incidents declining by 61.38% year-on-year; the focus of attacks by upstream
illegal data acquirers began to shift, focusing more on mobile user behavior data with dynamic
value, such as in-app interaction behaviors, location and trajectory information, etc.
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1.3 Overview of data leakage channels

According to Threat Hunter 2025 monitoring platform data statistics, anonymous group chats and
dark web are still the main channels for data leakage, accounting for 88.77% of the total. The
entire illegal data trading market shows a highly concentrated trend.

ApiTools: refers to API tool station/interface documentation station/online debugging and other
platforms

Data breach risk landscape 2025
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2. Changing trends of illegal data trading
scenarios in 2025
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Local life's "Johnden" intelligence has dropped dramatically, and software applications have
replaced local life as a new target. Points

Source: Threat Hunter original report, page 10

English figure labels

Topl0, the industry in which the data leak occurred in 2025
Payments

Delivery

Social tool Hers software application

Insurance
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2.1 Blackmail gangs are moving towards federalization

2.1.1 From "fighting individually" to "organizational
integration": the emergence of Scattered Lapsu$ Hunters

In the past few years, the upstream chain of data leakage has increasingly taken the form of
"division of roles and on-demand collaboration": from intrusion to data theft and extortion,
different links are usually completed by different groups or individuals, and transactions and
collaboration are mainly completed through darknet forums and intermediaries (IABs, RaaS
operators, affiliates, and data brokers work independently).

2025 F AIE M RSB RIE SEETER

EEEHW (79.27%)

Overview of data leak channels
Source: Threat Hunter original report, page 11

English figure labels

- Share of data leak channels in 2025

¢ |AB (Initial Access Broker): IAB is mainly responsible for obtaining and reselling the initial access
rights into the target system or network environment; including account credentials,
VPN/RDP/SSO sessions, and established internal access points, providing a starting point for
subsequent attack activities.

¢ Raa$S operator (Ransomware-as-a-Service operator): RaaS operator provides ransomware tools,
attack infrastructure, and sharing mechanism in a platform-based manner, recruits and
manages agents (Affiliates) to implement intrusion, encryption, and extortion behaviors, and
serves as the organization and dispatching center for attack capabilities.

 Affiliate (Raas agent/executor): Affiliate is the role responsible for "implementation execution" in
the Raa$S ecosystem. It usually enters the victim environment after obtaining or purchasing
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initial access, completes penetration expansion, data theft/external transmission and encrypted
delivery, and shares revenue with it according to the rules of the RaaS operator.

* Data Broker: Data broker is the role of reselling data; transaction objects include database
exports, internal documents, customer or employee information, mailbox contents and various
access tokens, etc., providing a data basis for fraud, extortion or resale and realization.

Its basic ransomware collaboration operation link is as follows:

This pattern has changed significantly in 2025, and extortion gangs have begun to move toward
federalization.

On August 8, 2025, a Telegram channel called "Scattered Lapsu$ Hunters - The ComHQ
SCATTERED SP1D3R HUNTERS" was launched, officially announcing the cooperation of three
well-known cybercriminal organizations.

The alliance is composed of the following three major groups:

e Scattered Spider
e Lapsus$

* ShinyHunters This is a cybercriminal group motivated by economic interests and centered on
social engineering and identity abuse. Its operating model is the Federated federal model; it is
regarded by the research community as an important signal that cybercrime has entered the
"federalization".

Federated cybercrime model: refers to the fact that multiple relatively independent criminal
groups do not need unified command, but operate externally under a common brand; they
share/reuse some resources (such as leakage channels, social engineering scripts, infrastructure,
and pressure processes) on demand to expand their influence and monetize in the form of
collaboration.

2.1.2 Changes in attack strategy after integration

After SLH officially merged in early August 2025, in just over 4 months, it has publicly claimed to
have attacked more than 300 companies and stolen hundreds of millions of data assets, involving
many heavyweight targets, including Salesforce, CrowdStrike, Red Hat, etc.

The most significant change after its merger is the change in attack strategies: social engineering
and supply chain attacks are systematically replacing traditional vulnerability attacks.

1. Identity and permission abuse: high-privilege account utilization driven by voice phishing

¢ Jaguar Land Rover (JLR) blackmail incident (August-September 2025)

By using a voice phishing scam to impersonate an internal employee to gain help desk support
(either to reset or grant permissions), SLH compromised high-privileged administrator accounts
and used those accounts to access and deploy ransomware against every aspect of Jaguar's
business, from CAD and engineering software to payment tracking to customer car deliveries. As a
result, JLR's global IT network was taken offline and many factories were shut down for several
weeks. It was called "one of the most serious cyber attacks in British history" by the media. Later,
its extortion gang mocked Jaguar Land Rover in the Telegram channel. After announcing the IT
security breach of India's Tata Motors, the stock price began to fall slightly. Subsequently, more
data sample information and project documents were released.
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This incident presents a typical crypto-ransomware model: shutting down IT systems [] halting
production [] causing a direct and quantifiable blow to the core business.

2. Authorization and Trust Abuse: Voice Phishing Drives Malicious Oauth Integrated Supply Chain
Attacks

OAuth is an "authorization mechanism" that allows third-party applications to access your data
according to agreed permissions without handing over your account and password.

Salesforce and Salesloft ransomware incident (October 2025)

In @ massive SLH attack targeting Salesforce customers, according to the attackers:

EXFBzl (Federated) MIBICTERRZ: E& MEXPRZAVEEARFNGE—ISE, TLAERREIIIMT
&), EEESE/ERBOIFER (WtERE. HTRIA. SiRieSkERE)  LUWMERZE X¥m
533,

Changes in post-join attack strategy (Chart 1)
Source: Threat Hunter original report, page 15

English figure labels

Federalized cybercrime model: multiple relatively independent criminal groups are not subject to unified command but
to a common brand. Okay.

processes) to increase impact in the form of collaboration

- With the realization.

. Move; share/reuse part of resources as needed (e.g. leak channels, social workers scripts, infrastructure and pressure
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Changes in post-merger attack tactics (Chart 2)
Source: Threat Hunter original report, page 15

English figure labels

stock prices. And then they published more.

- , and the project document.
- Comments by CO

e About 760 Salesforce tenants were compromised

. After the announcement of a security breach in the Indian tower car, Gendo began to experience a small decline in

e 1.5 billion records were stolen This attack can be divided into two types of actions:

One type is a voice phishing attack that targets Salesforce customers directly. Attackers
impersonate official support or operations personnel over the phone and induce enterprise users to
connect so-called "data loader" applications to their Salesforce tenants. The application appears to
be a normal data management tool, but is actually a malicious OAuth application controlled by the
attacker. Once the user completes authorization, the attacker can continue to export customer
data on a large scale within the scope of legitimate API permissions.

The other type shows obvious characteristics of supply chain attacks. The attacker first
compromised the GitHub account of a Salesloft developer through phishing methods, then
penetrated his AWS environment and stole access tokens. Since Salesloft's official integrations
(such as Drift) are widely deployed in environments such as Salesforce and Google Workspace,
attackers can use these OAuth tokens to access a large number of downstream customer systems
as "legitimate integrations" and simultaneously steal data. The attack path then spread further
laterally into Gainsight, impacting hundreds of additional Salesforce instances.

(Pictured is a screenshot shared by a member of the channel, depicting an operator running an
automated voice phishing tool and abusing Google Voice to amplify the scale of a social
engineering attack.)
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Change of attack strategy after integration

Source: Threat Hunter original report, page 16

English figure labels

down the IT system directly,

- Quantifiable blow.
- One, one.

. The event was characterized by a typical pattern of encrypted extortion: production of a core business by shutting

2.2 The destruction of dark web forums and the migration
of threat actors’ traffic

In 2025, global law enforcement agencies launched multiple rounds and multi-dimensional attacks
against the leading darknet forum BreachForums (BF).
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Change of attack strategy after integration
Source: Threat Hunter original report, page 17

English figure labels

Another category is characterized by a clear supply chain attack. The attackers first invaded GitHub, an developer of
Salesloft, by fish.

Account number, which further infiltrated its AWS environment and stole access badges. As the official integration of
Salesloft (e.g. Drift) was widely deployed

In environments such as Salesforce and Google Workspace, the attackers were able to use these Oouth signs to
"lawfully integrate"

Identity access to a large number of downstream client systems and simultaneous data retrieval. Then the path of the
attack spread further horizontally to Gainsight.

Hundreds of Salesforce examples.

This series of actions not only severely damaged the platform, but also triggered a large-scale
migration of threat actors.

2.2.1 Timeline of "Law Enforcement Strike" against BF
Forum:

e Platform shutdown (April): On April 15, 2025, the BF forum was suddenly shut down. According
to Threat Hunter monitoring data, the number of active illegal trading gangs on the platform
plummeted from about 166 in April to zero in May.
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e Judicial verdict (September): On September 16, the founder of BF was commuted to 3 years in
prison by the US Department of Justice, establishing the results of the crackdown from a judicial

perspective.

e Comprehensive seizure (October): On October 9-10, U.S. law enforcement agencies and France
officially took over the BF clearnet domain name, and its Tor site was immediately taken offline.

e Statement from the operator (mid-October): The extortion gang ShinyHunters released a PGP
signed message on Telegram, admitting that the BF backend server was seized and the
database backup was destroyed, and reluctantly announced that "the forum era is over, and
new forums that will appear subsequently should be regarded as honeypots."

( ShinyHunters publishes PGP signed message on Telegram)

2.2.2 The collapse of the BF forum did not lead to the
demise of illegal transactions. threat actors moved to
new platforms and continued to conduct malicious
activity.

According to the trend chart monitored by Threat Hunter, as the overall activity of the BF platform
has declined rapidly since April and is close to zero in May, the traffic and transaction demand of

threat actors originally concentrated on the BF platform have not disappeared, but have rapidly
migrated to multiple alternative darknet forums.

* Represented by the D**s platform, its activity has increased significantly since May, entered a
high-growth range in June, and reached its annual peak in August-September, showing its
ability to quickly accept the traffic and transaction needs of threat actors. Although the overall
activity of the platform has declined after October, its operating level is still significantly higher
than at the beginning of the year, indicating that the relevant demand for malicious purposes
has been precipitated in alternative platforms, and a new trading "chassis" has gradually
formed.
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"Law Enforcement Strike" Time for the BF Forum Line

Source: Threat Hunter original report, page 18

English figure labels

- Acknowledging that the BF backend server was seized and the database backup destroyed,

- “The end of the Forum era and subsequent new developments

Judging from the recovery situation of BF itself, Threat Hunter’s continuous monitoring data for the
illegal BF gang shows:

From September to November, BF was in a state of zero for a long time and showed no signs of
effective recovery. Until November 18, it was monitored that a new domain name that was highly
similar to BF was registered. After GridinSoft website reputation analysis, the domain name was
marked as low trust and accompanied by a blacklist risk signal. Based on the fact that BF has
publicly warned "be wary of clone sites and honeypot risks" many times in history, Threat Hunter
determined that the new domain name has high risks of phishing, fraud or honeypot sites, and
does not have the trustworthy characteristics of a stable trading platform.

After entering December, sporadic signs of activity from suspected BF clone sites were detected,
further reflecting that some participants are still trying to restore or reuse the "BF Platform" as a
trading entrance. However, due to concerns about "honeypot/phishing", its user return is more
likely to be a small-scale test or low-frequency participation in the wait-and-see stage.

Based on the data for the whole year of 2025, the cybercrime ecosystem market shows strong
ecological resilience: when leading platforms such as BF were continuously attacked, user and
transaction demand did not disappear, but quickly migrated to existing/emerging alternative
forums such as D**s, and maintained operation together with more decentralized channels (such
as anonymous group chats).
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BF’s case confirms the core law of the cybercrime ecosystem market: when the main trading
platform is cracked down, users and demand will quickly migrate to existing or emerging
alternatives. The data trading market has strong adaptability. Even if the head platform is
destroyed, threat actors can still rely on other channels to maintain business operations.

Data Breach Trading Market Research New Trends in 2025
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3. New Trends in Data Breach Trading
Market Research in 2025
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The collapse of the Forum has not led to the demise of the illegal trade and the diversion of
cybercriminal groups to new platforms continues to cause corruption.
Source: Threat Hunter original report, page 19

English figure labels

- Trends in active illicit trading groups in D**s and BF Forum, January-December 2025

3.1 Financial, customized collection and social media
data transactions are highly active, with financial
transaction data accounting for over 50%

In the illegal data trading ecosystem, groups such as public groups play the role of "guarantors" in
the threat actors chain. As the core hub of threat actors' transactions, these groups have
accumulated massive transaction performance records, objectively reflecting the underground
market's true demand for data and capital flows.

From January to December 2025, the Threat Hunter intelligence operations team continued to
monitor public data trading groups on the Telegram platform, covering a total of 1,209 active data
trading groups and capturing nearly 36,000 pieces of data transaction-related intelligence. The
monitoring scope covers multiple industries such as loans, online shopping, stocks, logistics,
e-commerce, and social tools.
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From the perspective of transaction data types and their proportions, the data transaction types in
the public group in 2025 will mainly focus on five major categories: financial data, customized
collection data, social media data, logistics data and e-commerce data.

1. Financial user data is still the "hard currency" of the cybercrime ecosystem market due to its
high monetization value. Loan user information has the greatest demand

It is booming, covering multiple segments such as online consumer finance loans, bank loans,
corporate loans and loan supermarkets, and continues to dominate the market.

2. Customized data collection: The demand side shows a trend of "shifting from general to
precise". Practitioners of threat actors no longer rely on common library sources;

Publish customized crawling and cleaning requirements for specific targets (such as specific official
accounts, apps, and specific URL paths) to obtain more timely and accurate data.

3. Social/social media data: The collection targets are highly concentrated on domestic
mainstream social software and short video content ecology. Among them, real-time interaction in
the live broadcast room

Dynamic data and public account fan portraits have become key trading objects, reflecting the
high attention of threat actors to private domain traffic and instant conversion.

4. Logistics data: Transactions focus on "gift list" logistics information and precise logistics data on
high-net-worth female consumer groups.

5. E-commerce data: Domestic e-commerce data mainly consists of audience data and mainstream
information on the "Black Five" sensitive products (weight loss, height gain, medical treatment,
etc.)

The composition of shopping behavior data on e-commerce platforms.

Among them, financial transaction data accounts for more than 50%. Combining the results of the
hot word map analysis of public group data transactions from 2024 to 2025 (high-frequency
keywords include "loan", "provident fund", "insurance", "lease", etc.), it can be found that financial
loan data has ranked first in transaction demand for two consecutive years. Based on the above
monitoring results, Threat Hunter speculates that loan-related data leakage risks remained one of
the major security challenges facing financial companies in 2026.

Further analysis from the transaction structure level shows that financial online loan data has been
highly refined and split in the circulation process of threat actors, forming a variety of data product
forms for different threat actors, such as "leasing machines", "financial guarantees", "finance
applications", "lIOUs", "incoming items", "multiple loans", etc., to adapt to the actual needs of
different fraud scenarios and operation chains.

"Renting": refers to the user's behavior of renting an aircraft in installments on the rental platform,
which involves the user's handling of the rental and loan business. "Aircraft rental information”
refers to the user information data used by the rental platform to handle installment business.

"Rongdan": refers to a series of online loan platforms, mainly small or micro online loan apps. The
application process is simple and the pass rate is high. "Rongdan material" refers to user
information data of small online lending platforms.
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Financial, customised collection and social media data transactions are highly active, with over 50
per cent of financial transactions
Source: Threat Hunter original report, page 23
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English figure labels

One of the main security challenges facing businesses
In 2025, the data trade community data trade was transacted. Figure
Board Data

SMS hijacking

Diagnosis

Gateway support

Number of gypsies in stock collection data
bc Data on women delivering gifts
Borrowing data

Data on female landlords

Select Data

Combining datanan

Payment for goods

Loan material

dpi Data Board Data

Owner data

According to Dpi Za

Provident Fund data lease machine data
Intranet

Messages

- Lending real-time loan data and stock data
Life insurance.

Specify extraction, stock live white wine data

Nighttime Datal
"Consumption finance application": refers to the application operation of consumer finance loan

users on the loan page. "Consumption finance application materials" refers to the user information
data of consumer finance loan application.

Complete English edition

21



THREAT HUNTER RESEARCH

2025 F SRR EURREIRR StED

e (5.03%)

2365 (7.99%)

. (19.35%)

%

Source: Threat Hunter original report, page 24

Figure 1

English figure labels

- Percentage distribution of type of financial loans in 2025

- Multiple lending (7.99 per cent)
- Shaolin application.
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Figure 2
Source: Threat Hunter original report, page 24

English figure labels

+TARYZEM OCT OA 1 TAPE, Month, stop umbrella.

This is the user information data for the small web-based lending platform.
"A petition for withdrawal."

This is the application of consumer finance loan users on the loan page.
"Customs application" is a consumer finance loan

Please have user information data.

"Leaves": refers to the type of loan or private borrowing that is contracted with the borrower
Or electronic signature,

Personal borrowing.

Signed on loan or loan

The Past

Other Organiser

"IOU": refers to the type of loan sharking or private loan, which will sign an "IOU" or electronic
signature with the borrower. "IOU material" refers to the user information data of the "IOU" signed
by private lending or loan sharking.

"Incoming documents": Generally occurs in the credit process, where the information is prepared
and submitted to the loan company or bank's system, marking the official start of the loan
application. "Incoming material" refers to the information submitted by the user for loan entry
during the credit process.

"Multiple lending": refers to the borrower using the same set of real materials to apply for loans
from multiple banks or private institutions at the same time to fill the funding gap.

In addition, in the field of credit risk management, "multiple borrowing" also refers to a
fraud-control mechanism that specifically detects borrowers' "multiple borrowing" behavior, as well
as the recorded information data of borrowers' long borrowings.

"Gao Pao": loan sharking platform or institution, "Gao Pao data" refers to the information data of
users who make loans on the loan sharking platform.
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3.2 Consumer loan user information leakage incidents
continue to increase, and new leakage methods are
diversified

Threat Hunter monitoring shows that illegal data trading incidents in the consumer finance
industry showed a phased upward trend in time distribution in 2025.

From the beginning of the year to the first half of the year, the number of related incidents was
generally at a low level and grew slowly; after entering the second half of the year, the number of
incidents increased significantly, and reached a high point for the whole year from October to
November.

After in-depth analysis, Threat Hunter operators found that the increase in illegal consumer finance
data transactions is mainly concentrated in several emerging data types.

In the list of "hot-selling data types" mentioned in the threat actors channel, data types such as
"consumer loan application", "bank scan code" and "multiple loans" appear frequently. Especially
the data of “Consumption Fund Application”;

Taking the hot-selling list updated weekly by an threat actors channel as an example, this type of
data product has continued to rank among the top-selling products from August 2025 to December
2025, showing that it has formed a stable and active trading demand in the illegal data trading
market. At the same time, usage feedback from downstream malicious activity scenarios also
reflects the high value of this type of data in terms of authenticity and usability.

(In the hot-selling list of data types updated every week on the channel of an threat actors group,
"consumer money application" data has long ranked first)

(Downstream malicious activity effect feedback reflects the authenticity of the data)

"BAEE": REEFARR-EEIMEENRSRETHRERNMMPIEESR, DIEMESRO.
5, EEERERE, “SAER" HE—MEINERA "SLER" TRRIRENE,
PARERAZ LB REREUE.

"EET SREESEIE. "SR EEENGESHITERNRAPEREEE.

There has been a steady increase in the incidence of information leaks from users of liquidating
loans and the diversification of new types of leakage (Chart 1)

Source: Threat Hunter original report, page 25

English figure labels

"SAR" means that borrowers apply to multiple banks or private institutions for loans using the same set of real
materials to fill the funding gap.

Moreover, in the area of credit controls, the term “multiple lending” also refers to a type of special detection of
“multiple borrowers”

A mechanism for controlling behaviour,

As well as record-keeping information on borrowings by borrowers.

"Si": "Little loan or machine gun" means the whole user's information.
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There has been a steady increase in the incidence of leaks of information from users of liquidating
loans and the diversification of new types of leakage (Chart 2)
Source: Threat Hunter original report, page 25

English figure labels

- Trends in the incidence of illegal data transactions in the consumer financial sector, January-December 2025

3.2.1 “Consumer Financing Application” Risk Trends and
Industry Ecology Analysis

3.2.1.1 Consumer loan application data leakage incidents
continue to rise. In December, the number of incidents
exceeded 600, accounting for 50% of illegal loan data
transactions that month.

70%.
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There has been a steady increase in the incidence of information leaks from users of liquidating
loans and the diversification of new types of leakage (Chart 1)

Source: Threat Hunter original report, page 26
English figure labels

Top, sold in the main, shows that it has developed a stable and dynamic trade demand in the illegal data market.
Meanwhile, from downstream.

The feedback of use in the scenario reflects the high value of the data in terms of authenticity and availability.
DR Bee RIT's article in two.

The withdrawal is ready to begin.

2. Information flow ordered today

It's time for the bill of lading. It's Tuesday afternoon.

Five bank scavengers.

One or three days.

8. The Internet is in full format, and you have all the information you want.
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There has been a steady increase in the incidence of leaks of information from users of liquidating
loans and the diversification of new types of leakage (Chart 2)
Source: Threat Hunter original report, page 26

English figure labels

In the weekly update of the group channel, the group's hot list of the type of data that it is used to sell.
Artistic techniques

Transport.

[Growling Feedback]

Real feedback on the withdrawal, 9-12% added,

Please follow your area operations.

Critical data can be captured to pre-empt violent financial markets.

A data dealer who never runs.

Threat Hunter monitoring found that "finance application" data first appeared in some illegal data
trading channels at the end of May 2025. After about two months of tentative circulation by threat
actors, it entered the large-scale dissemination stage at the end of July 2025 and was intensively
promoted by multi-party data trading intermediaries. By December 2025, it reached a peak,
accounting for 70% of illegal loan data transactions that month.

At the same time, judging from the changes in transactions and demand, the transaction volume of
"finance application" data is highly consistent with the trend of purchase volume, and will
simultaneously show explosive growth in the second half of the year.
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According to Threat Hunter’s observation, the leaked “Consumer Fund Application” data mainly
contains the following sample format fields:

User phone number, platform name, name, region, and status information of successful loan
application. Name information is not included in all samples. Threat Hunter further followed up and
learned that the name information appearing in some samples did not come from the original
leaked data, but was artificially added by threat actors through data cleaning, splicing, or
supplementary processing to improve the "usability" and transaction value of the data.

(The picture on the left shows the consumer finance application data format, and the picture on
the right shows the feedback from threat actors that the name field was added for cleaning)
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3.2.1.2 "Consumer Financing Application" product data is
continuously iterated, involving most domestic consumer
finance and loan platforms
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Discharge applications leaking data continues to rise, with over 600 incidents in December,
accounting for illegal data transactions in the lending category of the month
Source: Threat Hunter original report, page 27

English figure labels

Production through an exploratory flow of about two months, and by the end of July 2025, it entered a scalding
transmission phase, with multiple parties

One was concentrated and peaked by December 2025, accounting for 70 per cent of illegal data transactions in the
type of loans,

Trends in the share of consumption finance incidents eliminated from June to December 2025”
July 2025

August 2025

September 2025

- January 2025
- December 2025

Threat Hunter operators conducted an in-depth analysis of the "Consumption Fund Application"
and found that the product data is mainly divided into four stages, namely the testing stage
(May-June), official launch (July-August), refined operation (September-October), and Al model
improvement stage (November). The following is the specific product development timeline.
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(Consumption finance application product development timeline)

e Testing phase: (end of May - June)
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Discharge application data leaks continued to rise, with over 600 incidents in December,
accounting for illegal data transactions in the lending category of the month (Chart 1)
Source: Threat Hunter original report, page 28

English figure labels

- Trends in the exchange of data and requisitions for “money applications', January-December 2025

- = By mass
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The incidence of data leaks from liquidation applications continued to rise, with over 600 incidents
in December, accounting for illegal data transactions in the type of loans made during the month
(Chart 2)

Source: Threat Hunter original report, page 28

English figure labels

- How did you get here?
- It's not funny.
- Some are famous.

As early as the end of May 2025, threat actors first proposed a clear "consumer finance
application" product. The data type involves some consumer finance platforms and bank loan
platforms. The data timeliness is overnight (T+1). It does not support designated platforms, but it
can support screening of users' regions. It only involves 24 licensed consumer finance institutions
and bank loan products.

 Officially launched: (July-August)

In early July, new corporate loan type data was added, which is no longer limited to C-side loan
demand users, and supplemented the information data of B-side or small and micro business
owners; at the same time, it sorted out the behavioral characteristics of some users who applied
on multiple loan platforms in a short period of time, and marked them as customers in urgent need
of funds for downstream buyers to carry out precise malicious activity, involving 27 consumer
finance/loan platforms.

(The picture shows that after threat actors officially launched consumer finance products, they
added multi-platform tag features and model optimization)
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» Refined operation: (September-October)

Different types of platforms, such as licensed consumer finance institutions, bank loans, online
loan platforms, and corporate loans, are divided and dismantled to meet the needs of different
downstream loan intermediaries (capitals) for profiling malicious users; at the same time, the data
type involves a total of 40 consumer finance/loan platforms, supporting the screening of specific
platforms.

(The picture shows the platform list carefully compiled by threat actors)
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The data on “exemption application” products continue to evolve, involving the vast majority of
the country's eliminations, loan platforms
Source: Threat Hunter original report, page 30
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English figure labels

At the same time, the behaviour characteristics of some users applying for multiple loan platforms in a short period of
time are collated and marked and

Swimming buyers perform precision.
27 related to elimination/loan platforms
Dafu Data

Source 'Access Agent'
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(The figure is a black-out product, supplemented by multiplatform label features and model optimization)

e Data intermediary threat actors use algorithm models to clean original data and improve data
value (November)

In early November, illegal data trading threat actors reported that the volume of "consumer loan
application" data transactions had reached a peak, causing the server memory to reach its limit,
and targeted optimization and cleanup was carried out; involving up to 60 platforms for consumer
loan, bank products, online loan products, and corporate loan products. At the end of November, Al
big data recognition was introduced, shifting from pure data sales to "data cleaning + quality
control", trying to maintain high data prices and high conversion rates by eliminating inferior user
data.

(threat actors continue to optimize and upgrade the consumer finance application model)

Downstream malicious activity: After threat actors obtain the data, they will conduct targeted
post-loan marketing for malicious purposes. Threat Hunter monitoring found that after threat
actors obtain "consumer application" data, they mainly use it for highly targeted post-loan
marketing. This type of malicious activity usually revolves around users who have "submitted loan
applications" and implements misleading traffic and product promotion by pretending to be official
or partner identities.

The following are two cases detected by Threat Hunter:
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The data on “exemption application” products continue to evolve, involving the vast majority of
the country's eliminations, loan platforms

Source: Threat Hunter original report, page 31

English figure labels

At the end of November, Al's Big Data Identification was introduced, moving from simple data sales to “data cleansing
+ quality control”

Trying to get rid of it by kissing.

Poor user data to maintain high prices and conversion rates
Shanghai

Open in iFinder

I'll open high school later.

It can be defined as a month.

It's for a particular table.

Other

The next day.

Yes. Stop and start again, T2.

Case 1:

Judging from the "consumer finance sales test rhetoric" released by a data trading intermediary
monitored by Threat Hunter, this rhetoric mainly involves pretending to be an account manager
who has a cooperative relationship with the target consumer finance platform, contacting users
who have submitted loan applications by phone, claiming that the user's loan or related business
has been transferred to the user's responsibility, and then guiding the user to change loan
products or accept other loan business promotions.

Case 2:

Judging from the content of the script that Threat Hunter obtained from a certain loan
telemarketing group, this type of script mainly communicates with users by pretending to be staff
of the customer follow-up department (or return visit department) of consumer loan platforms,
such as loan qualification confirmation, and after gaining the user's trust, guides them to physical
stores to promote other loan products.
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3.3 Bank “scan QR code application” loan information
leakage incidents continue to rise, and third-party
financial technology company marketing tools have
become a core risk point

3.3.1 Bank “scan QR code application” loan information
leakage incidents continue to increase, reaching the peak
in Q3 of 2025

In the first half of 2025, Threat Hunter monitoring found that a sharp increase in "bank scan code
application" type events was captured (an increase of 404.55% compared to the second half of

2024), and the peak of this type of event intelligence occurred in Q3 of 2025, with a total of 274
bank "scan code scan application" type data leakage incidents discovered.
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The data on “exemption application” products continue to evolve, involving the vast majority of
the country's eliminations, loan platforms
Source: Threat Hunter original report, page 32

English figure labels

Chengdu 209. xlsx
Dude, the cut is focused on Ken 12:217.

I've just been on the table, and it's good for every area.

o
~
Q
<

It's a test.

17 KB - See in Visiting Da

Here's your test, man.

I'm the client manager on Platform XX. I'm in charge of your loan.
This kind of thing. Tests are the best for the old business.

Edited 08104 7

Good brother. I'll give you some feedback after the test.

After entering the fourth quarter of 2025, the number of bank “scan QR code application” incidents
has declined. The main reason for the decline is that due to the influence of the new hot-selling
product "Consumption Fund Application", more downstream criminal gangs have switched to
purchasing "Consumption Fund Application" data, resulting in a decrease in "bank code scanning"
incidents.

Bank code scanning application: refers to information data for users to apply for loan business by
scanning the loan activity QR code provided by the bank account manager.

In-depth analysis by Threat Hunter operators found that the “scan QR code application overnight”
data referred to by threat actors is mainly concentrated in bank “loan” business. It mainly includes
information such as the phone number of the loan user, city area, and loan application approval
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results; at the same time, according to the screening of the bank loan platform provided by threat
actors, a total of more than 80 bank loan businesses are involved, basically local banks or
commercial banks.
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The leak of bank's “sweep application” loan information continued to rise, reaching its peak in
2025.

Source: Threat Hunter original report, page 33

(4]

English figure labels

- Changes in data intelligence for “bank sweep” products, January-December 2025

(The picture on the left shows the leaked data format, and the picture on the right shows threat
actors officially launching the “scan QR code overnight application” data product)

3.3.2 The marketing tools of third-party financial
technology companies have become a core risk point and
are associated with more than 80 banking institutions.

Threat Hunter conducted a traceability analysis of the bank QR codes involved in the leaked data
and found that the relevant clues pointed to the "XX Marketing Assistant" platform developed by
the same well-known financial technology service provider. Further cross-verification combined
with the list of bank loan platforms circulated in illegal data trading channels in June 2025, it can
be confirmed that the potential impact of this incident exceeds 80 banking institutions.

e If you want to know whether your banking institution is on the list, please contact Threat Hunter.

(Flow chart of bank loan application information leakage)

Complete English edition 37



THREAT HUNTER RESEARCH

The relevant business process operations are as follows:

Bank loan business is usually handled through an exclusive event QR code provided by the account
manager (the QR code carries information about the account manager). After scanning the code,
the user jumps to the bank's official mini program and completes the application operation on the
corresponding loan business page.

Further analysis found that the above-mentioned loan business QR code provided by the account
manager was not directly generated by the bank system, but was produced and distributed
through a marketing and sales tool developed by a third-party financial technology company
(because the tool page is relatively sensitive, it will not be shown in detail here).

Threat Hunter followed up and analyzed the information released by threat actors and found that
when this type of incident began to be publicized, threat actors claimed that the data came from
"insiders", that is, internal employees leaked it. Considering that more than 80 banking institutions
are involved in the above, the probability of leakage by internal employees of 80 banking
institutions is extremely low, and it is initially inferred that they are internal employees of
third-party financial technology companies.

To verify this judgment, Threat Hunter analyzed the business model of the third-party financial
technology company and found that the company not only provides application system software
development services for banks, but also provides supporting intelligent fraud-control strategy
support. Relevant fraud-control strategies are usually configured based on the qualification
differences of loan users and are used to assist bank account managers in customer screening and
follow-up. In actual operation, when a user submits a loan application in the bank's official applet,
the relevant user information will be synchronized to the above-mentioned sales tool platform for
account managers' performance statistics and customer management.

Although this mechanism is reasonable in terms of business efficiency, in the context of
cross-system data synchronization and multi-agency reuse, it also objectively expands the
circulation links and exposure scope of user data, thereby increasing the potential risk of data
abuse or leakage.

(threat actors publish information on materials required for users to apply on different bank loan
platforms, as well as differences in the amount of data on different platforms in different cities and
regions)

At the same time, feedback from threat actors shows that after such information is leaked to the
illegal data trading market, it is mainly used to assist loan companies in targeted marketing.
According to the feedback from threat actors after marketing, the effect is very good, with a
success rate of up to 20%, which also proves the authenticity of such data.
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Third-party financial technology company marketing tools became core risk points, Imked to 80
banking institutions
Source: Threat Hunter original report, page 35

English figure labels

Third Party Financial Technology Corporation
One, one, one, one.

Borrower

Bank clients

Internal staff

According to the sales gang,

One wsmoa one
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3.3.3 The range of data types continues to increase, and
threat actors use Al models to segment the original data.
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Third-party financial technology company marketing tools became core risk points, linked to 80
banking institutions
Source: Threat Hunter original report, page 36

English figure labels

- Source

According to Threat Hunter's continuous tracking of this type of illegal data transactions, after
entering the second half of 2025, this type of data transactions showed two significant trends:

First, the coverage of data types continues to expand, and second, threat actors have begun to
introduce algorithmic models to conduct refined portraits and dismantling of original data to
improve the usability and monetization efficiency of data.

1) The range of data types continues to expand:

New post-loan user data was added in July 2025, which will no longer be limited to the original
users who scan the QR code to apply;

In November 2025, new credit card application data was added, which is no longer limited to
ordinary users who scan the QR code to apply for loans;

Supports multiple large banks, no longer limited to original local banks or commercial banks;

2) The dimensions of user portraits continue to be refined:
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Model recognition optimization is introduced to conduct in-depth analysis of user portraits, and
customized screening can be carried out according to the needs of downstream malicious activity
actors; such as user gender, age, device type, residence time after scanning, and other detailed
label information content.

3.4 New trend in SMS data leakage risk, 106 expansion
code has become a new leakage entrance

3.4.1 106 expansion code data leakage involves multiple
industries, affecting more than 420 companies

In recent years, with the implementation of SMS "logo authentication", more and more corporate
SMS messages will display brand names and logos on users' mobile phones, greatly improving user
recognition. But it has also become a key anchor for threat actors to identify users of specific
platforms.

In May 2025, a new type of user text message leakage risk began to quietly emerge in the circle of
threat actors - "106 expansion code anti-hijacking".

It reached its peak in September this year, with more than 2,400 pieces of overall risk intelligence,
involving more than 420 enterprise platforms, covering finance (consumer finance, banking,
securities), e-commerce, travel, life services and other industries.

106 expansion code: refers to the number used by enterprises to send notifications to users
through the SMS channel of communication service providers. It usually starts with 106, and the
subsequent expansion numbers represent specific channel providers and service applications.

106 expansion code anti-hijacking: It is a new SMS data stealing method discovered by Threat
Hunter. threat actors extract the expansion code from the 106 SMS number, reversely query the
user information (such as phone number, city and platform name) who received such SMS, and
then package and sell it or use it for precise malicious activity. This type of behavior abuses the
SMS compliance mechanism of communication service providers and has constituted a serious
data security risk.

The following is a sample of data captured by Threat Hunter:

e If you need to confirm whether your company's user data is on the list, please contact Threat
Hunter (the picture on the left shows the leaked data format, and the picture on the right shows
threat actors officially launching the "expansion code" SMS data product)

Panoramic view of the threat actors transaction chain: From communication service companies to
the black market, Threat Hunter conducted research and analysis on the methods of data leakage,
and restored the complete threat actors transaction path of "106 extension code anti-hijacking":

Upstream resource provider: Generate query tasks based on downstream data requirements, and
ultimately provide information such as user phone number, region, and platform. The upstream
resource provider provides the queried data to the data intermediary, and the data intermediary
then delivers it to the downstream malicious activity gang. The entire process, from the bill of
lading to the resource provider, to running the data and delivering the data, generally only takes
three days.

Midstream data intermediary: integrates the data needs of downstream malicious activity gangs
and submits them to upstream resource providers;
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106. Outreach data leaks involved multiple industries affecting over 420 enterprises (Chart 1)

Source: Threat Hunter original report, page 38

English figure labels

How long are you?
Up to 305/305 [time-limited free of charge]
Men/women/other

Device Type
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106. Outreach data leaks involved multiple industries, affecting over 420 businesses (Chart 2)
Source: Threat Hunter original report, page 38

English figure labels

Extension 106: refers to the number by which an enterprise sends a notice to a user via the SMS channel of a
communication service provider, usually beginning with 106,

Subsequent outreach figures represent specific gateways and service applications.
106 Extension Counter-Kidnapping: A new way to steal text message data that threatens hunters to discover.

Extensions, reverse search for user information (e.g. phone number, city and platform name) received for sale or
precision

Be mean. Such actions, which abuse the SMS compliance mechanism of communications service providers, pose a
serious data security risk.

Downstream malicious activity gangs: For example, loan assistance gangs register target platform
accounts through specific operator mobile phone cards, obtain bound text message content and
106 expansion code information, organize data requirements (such as provinces, cities, etc.) based
on the expansion code information, and then deliver them to midstream data intermediaries;

It is worth noting that the data extracted by downstream malicious activity gangs must carry the
106 extension code authenticated by the SMS logo. If the 106 extension code does not pass the
SMS logo authentication, the user information cannot be matched.
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106. Outreach data leaks involved multiple industries affecting over 420 enterprises (Chart 1)
Source: Threat Hunter original report, page 39

English figure labels

Changes in intelligence volume from January to December 2025 in the category “106 Extension Code
Counter-Kidnapping”
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106. Outreach data leaks involved multiple industries, affecting over 420 businesses (Chart 2)

Source: Threat Hunter original report, page 39

English figure labels

- It happened today.

Scope of influence:

1. SMS type dimension: platform account registration, verification code, loan application, overdue
reminder, repayment SMS, payment SMS, etc.

Type

2. Industry dimension: finance (consumer finance, banking, securities), e-commerce, travel, life
services and other industries

3. City dimension: Chengdu, Hangzhou, Chongging, Suzhou, Wuhan, Xi'an, Nanjing, Changsha,
Tianjin, Zhengzhou, Dongguan, Wuxi,

Ningbo, Qingdao, Hefei, Beijing, Shanghai, Guangzhou, Shenzhen, Fuzhou, Nanning, Jinan, Fuzhou,
Foshan, Kunming, Shenyang, Harbin, Nanchang, Nantong, Guiyang, Lanzhou, Taiyuan, Changchun,
Rizhao, Ningbo, Wenzhou

4. Time dimension: Testing began as early as May 13, 2025; it was officially promoted in the illegal
data trading market on May 16.

Involving 350 companies, it affects 19 cities; starting from July 2, it is not limited to numbers
starting with 106, and supports SMS users sent to numbers starting with 95 or 96; on August 6, the
scale of the impact expanded to 420 companies, affecting users in 36 cities across the country.
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(timeline)

(The picture on the left shows threat actors promoting this data type. The picture on the right
shows threat actors saying on July 2 that they are not limited to data starting with 106)

In the illegal data trading market, data intermediaries threat actors have made it clear that such
product data can be used to facilitate loan marketing and conduct malicious activity; at the same
time, based on the industry classification of platforms provided by threat actors, nearly half of the
platforms are loan business platforms (consumer finance, banking industry).

106. Outreach data leaks involved multiple industries affecting over 420 businesses

Source: Threat Hunter original report, page 41

English figure labels

- Parallel

(The picture on the left shows the promotion of threat actors for loan assistance groups, and the
picture on the right shows the classification of platform types provided by threat actors)
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SMS Extension Data Trading Chain (Chart 1)
Source: Threat Hunter original report, page 42

English figure labels

Timeline

The expansion of SMS is not limited to the first 106, and all SMS numbers are reversible.

- We're going to take meat to the hijacking!
Form of bill of lading;

Shanghai

National

#105 already recorded 12:57
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SMS Extension Data Trading Chain (Chart 2)
Source: Threat Hunter original report, page 42

English figure labels

The division of the platform industry provided by the joint cybercrime is almost flat.
0715 - Exhaustion code 106 (75) sample bill of lading.

You can get to the city.

For the time being, the city is on the line.

Bill of lading 1000, platform and number provided!

Front-line cities: WB, HN, BK, WN, BR.BR

Priority areas!

3.4.2 The fight against SMS leakage and traceability
continues to escalate. threat actors make it more difficult
for enterprises to collect evidence by modifying the
original format of data.

In November 2025, Threat Hunter monitoring discovered that the SMS information of users from
multiple different financial institutions was leaked simultaneously in the illegal data trading

market. In the relevant leaked samples, the content of the text messages is highly consistent,

generally showing general expressions such as "You successfully repaid the loan on xxx, please log
in to the xxx app for details."

Complete English edition



THREAT HUNTER RESEARCH

However, in actual business, different financial institutions usually do not use completely
consistent text message templates. Multiple institutions using completely consistent text message
content at the same time does not conform to normal business logic, and there are obvious
abnormalities.

Threat Hunter further analyzed and followed up on relevant samples and found that some threat
actors clearly stated during the transaction process that such SMS data was not the original
content, but was regenerated through manual splicing and unified format. Its common expression
is "Your repayment in the xxx time period has been successful!", and the content of the text
message is exactly the same on different platforms (what threat actors call "mixed platforms").

The main purpose of this operation is to weaken the characteristics of SMS templates and avoid
the traceability and forensic analysis of regulatory authorities and enterprises based on content
templates.

(threat actors explain the text message format issue)
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SMS leaks continue to escalate, cybercrime increases the difficulty of obtaining evidence by
modifying the original data format

Source: Threat Hunter original report, page 43

English figure labels

Hu's entire industry.

Full loan text, tomorrow.

Single, but

Formatted, real-time.

You know what happens when you call a user with a stupid text message.
Department of Data and Resources for All Industries

Industry-wide Data Resources Department

o
o
=
I

To hit the name of the library.

You try first.

Threat Hunter recommends:

The above situation shows that the risk of SMS data leakage is showing a development trend of
de-templating and de-platform characterization. It is difficult to effectively cover the current risk
form simply relying on SMS content or template characteristics for identification and traceability.
Some illegal data trading behaviors deliberately avoid identification mechanisms based on text
templates by uniformly reconstructing text message content, weakening platform differences, and
significantly increasing the difficulty of enterprises in the evidence collection and positioning
stages.

Complete English edition



THREAT HUNTER RESEARCH

In this context, when dealing with risks related to text message leakage, companies should not
only rely on whether the text message content matches their own templates as the basis for
judgment, but should move the focus of verification to the user-business relationship itself,
focusing on whether the phone number involved is a registered user of the platform, whether there
are real business interaction records, and whether its behavior track matches the normal business
process. By changing from "content characteristics" to "relationship and behavior characteristics",
we can more accurately identify real leakage risks and avoid misjudgment or omission of key risk
signals.

Threat Hunter data breach risk intelligence service

4. Threat Hunter data leakage risk
intelligence service

In 2025, the risk of data leakage will enter the deep water zone of "high normalization".
Throughout the year, the cybercrime ecosystem chain has evolved to a very high degree of
maturity and organizational resilience. Its unique "self-healing mechanism" makes it difficult for
single-dimensional platform crackdowns to reach the root cause, resulting in a continued high
number of risk events and leakage activities that remain highly active despite suppression. At the
same time, threat actors continue to escalate their fight against the source of leaks, modifying
original data information, etc., adding layers of resistance to corporate/regulatory unit traceability.

Faced with such a severe situation, enterprises need to comprehensively improve their ability to
identify and respond to risks, understand the details of risk events, including verifying the
authenticity of risks, promptly trace the source, handle removal and follow up on potential risks,
and enhance the timeliness of data leakage risk monitoring and early warning, etc.

In this regard, Threat Hunter provides targeted solutions:

Threat Hunter data leakage risk monitoring service, through real-time monitoring and in-depth
mining of multi-channel intelligence across the entire network, and based on the risk authenticity
verification engine and manual data verification, provides 7x24-hour real-time warning of data
leakage risks, and links emergency response mechanisms to minimize harm and losses.

1. Network-wide intelligence monitoring and mining: covering dark web, anonymous group chat,
network disk library, code hosting platform and other channels, from different dimensions

Continue to improve the comprehensiveness of channel coverage, including the continuous
discovery and update of new channels, special mining of deep intelligence sources (Deep Source),
and multi-lingual channel coverage.

2. Accurate early warning of data leakage risks: Based on the monitored transaction data of threat
actors, the risk authenticity verification engine + manual data verification

Certification services provide comprehensive credibility assessment results to help companies
accurately perceive risks and handle risks in a timely manner:

1 Risk authenticity verification engine: Verify risk authenticity based on three elements: "source
confidence factor, three-factor matching factor, and historical coincidence factor";

2. Manual data verification service: further help enterprises accurately perceive risks through
secondary verification, active verification and other methods.

Complete English edition



THREAT HUNTER RESEARCH

3. "7x24" emergency response: Establish a DRRC risk emergency response center to monitor
enterprise-related risk information around the clock,

Audit and early warning, providing "7x24" sample acquisition, intelligence mining, assistance in
traceability, processing and removal services, etc., while also providing monthly data leakage risk
monitoring reports and typical risk event analysis results.

Note: The data information provided in this report is estimated and analyzed by Threat Hunter
based on large sample data sampling and collection, small sample survey, external intelligence
data collection, data model prediction and other research methods. Due to the limitations of any
data sources and technical methods in the field of statistical analysis, the data information
estimated and analyzed based on the above methods are for reference only.
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IV. TRANSMITTING TRADITIONAL INDUSTRIAL SERVICES FOR TRANSMITTING TRADITIONAL DATA
(Figure 1)

Source: Threat Hunter original report, page 47

English figure labels

- 7*24 hours of emergency response by a professional DRRC team

-
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IV. TRANSMITTING TRADITIONAL INDUSTRIAL SERVICES FOR TRANSFER DIGITAL DATA (Chart 2)

Source: Threat Hunter original report, page 47
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